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ABSTRACT

As information security becomes increasingly critical, system log analysis plays a
pivotal role in detecting abnormal behavior and tracing potential attack paths in real time.
This study proposes a methodology for analyzing Linux audit logs by leveraging
Auditbeat to collect system events and integrating Elasticsearch and Kibana to construct
a visualized analysis environment. Furthermore, Python and Graphistry are utilized to
build provenance graphs, which reveal causal relationships between system events in a
graphical manner.This study conducts provenance analysis through simulated real-world
cyberattacks. Auditbeat is utilized to collect system-level events, including file operations,
process creation, and network connections. The data is then transmitted to Elasticsearch
and initially visualized using Kibana. To enhance analytical efficiency, key fields are
extracted using Python and Pandas, and a provenance graph is constructed with
Graphistry to illustrate the causal relationships and behavioral paths between entities. In
addition, the study simulates an exploitation of the CVE-2018-19422 vulnerability in
Subrion CMS, wherein the attacker uploads a malicious .phar file to obtain a reverse shell.
Auditbeat effectively detects the related file modifications and unexpected outbound
connections, while the provenance graph clearly visualizes the process path in which
Apache2 triggers the shell execution.The study also incorporates a phishing attack
scenario, deceiving the user into submitting credentials and downloading a malicious ELF
file with reverse shell capabilities. Upon execution, the backdoor establishes a
Meterpreter session, granting the attacker control over the victim’s system, including file
manipulation and command execution. All related activities are captured by Auditbeat
and represented in the provenance graph, successfully demonstrating the feasibility of the
proposed approach in reconstructing abnormal behavior and identifying key attack nodes.
In conclusion, this research presents an automated and visualized system log analysis
pipeline capable of extracting security-critical events and facilitating the tracing of
attacker behavior through provenance graphs. The proposed method demonstrates
practical value in the domains of intrusion detection and security monitoring, offering a

valuable tool for enterprises and research institutions in log analysis and threat attribution.

Keywords: Auditd, Auditbeat, Log Analysis, Provenance Graph
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#EFIEFEE] BElasticsearch MffsEsEIEE R - - - - - - - - - - - - - - -
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rparam e=: EBlagticgearch %§F5E%¥?§E
creturn: FOERIEFEZEVIT » sEE] Elasticsearch =R - = HIFEME] None

tryv: . o
# iEfEclasticsearch
if ez .ping{ »:
print{ "Successful lvy connected to Elasticsearch! ™)
=l s
print{"Failed to connect to Elasticsearch. ")

return es

except Exception as e:
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"file.mode", "network.protocol", "network.direction", "source.ip",
"destination.ip", "destination.port", "network.transport", "network.type'],
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"range": {
"@timestamp": {
"gte": start_time,
"Tte": end time

}

regponse = eg.search(index=index, body=query)
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return pd.DataFrame(data)l
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i (4eig * Graphistry ) & 28 % (Rl eniErgl > 2 5

R L EER ”ﬁmil?ﬂ’é—ﬁiﬁﬁi&ﬁ%%}ﬁW%ﬁgﬁﬁ

BT T2 o ff  RJTFE BLe BT TR (Aot g A A BT LA R )
TRl Sy - R G SEE L 1A 20

det process_auditbeat data(df)

&

:param df: Auditbeat AYIF#5 DataFrame
creturn: JAPFR{ZHY DataFrame

det safe_get(data, *keys):
for key in keys:
if isinstance(data, dict)
data = data.get(key)

return None
return data

columns_to_extract = {

"syscall": (' dUdlId 'dalﬂ , \\N\dll ),
event_category”: Ld[&OO]\ "),
"event_type”: (" pe").
"event_action”: ("event” action”),
"event outcome”: ("event outcome”),
"process_ executable”: ("process’ ¢
"process_name”: ("process”, "name”),
"parent_process_id": ("process”, "parent”, "pid"),

cutable™),

"parent_process_name”: ("process”, "parent”. "name”),
"process_id": ("process”. "pid"),

"file_pat " IR

"file o

"file_mode":
"source_ip":
"destination_ ip":
"destination_port”:
"users_name”: {"user’
"network direction™: (" "direction™),
"network_transport”: ("network", "transport™),
"network_type”: ("network”, "type”)

ctination”, "ip"y,
dLa11na11nn , "port")y,

for new col, path in columns to _extract.items():
df[new_col] = df. "Ll(pdll[ﬂ] pd. SL11L\([\onL] # len(dt))).applv(
lambda x: safe get(x, *path[l:]) 1f x is not None clse None

)
df["parent_process_id"] = df["parent_process_id"].fillna(0).astype(int)
df["process_id"] = df["process_id"]. T111nd{U).da1\pL(1nI)
df["process name"] = df.groupby("process_1d")["process name”]. transtform(lambda x: x.ffill().bfill())
df["destination_| por rt"] = df["destination_port”].astype(str)
df["event_action”] = df["event_action”].apply(lambda x: ',"'.join(x) if isinstance(x, list) else str(x))
return df

B 4 2555 5 g2 Auditbeat £33 %% 0 H{BATE O T B (T
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{
Y_dndex™ :

T_wersion” :

source™ :

-
LD 0NNk WN =

score”™ : 8,

"@timestamp' :

Tauditd” :
"message_type”: "syscall”™,
"sequence” @ 54781,
11 "result” : "success"”,
12 “data™ :
13 Tty : "ptsa”,
14 ‘al” : "HSbecbalb4ed”,
15 ‘a8 "fFFFFf9c™,
16 ‘exit”t: Ta”,
17 ‘aZz™: "er,
18 ‘syscall " : ‘unlinkat”™,
19 ‘azv: e,
28 ‘arch™: "x86_64"
21 ¥
22 "session”: "37,
23 “"summary Tz
24 ‘how"” : " Jfusr/bin/rm"”,
25 ‘actor™ : {
26 "primary” : “"lee”,
27 "secondary” : "root”

"2825-81-18Te3 :32:49.08822",

".ds-auditbeat-8.16.0-2024_12._.18-008082",
1d” : "PupFTpQOBxZt@OnEATIRN™,

Bl 5 - Elasticsearch 4 JSON &4 W E_Auditbeat #1@ % e p Rk &7

Index Type Process name File path | IP addrsss

0 Process | rm (PID: 15875) NaN NaN

1 Process | Sudo(PID:15873) NaN NaN

2 Network NaN NaN 10.0.2.5

3 file NaN /etc/passwd NaN

# 1~ p 3T & =+ Node dataframe
Index Timestamp Subject Object action

0 2025-01-11T03:50:29 rm (PID: 15875) file_event unlinkat
1 2025-01-11T03:54:02 | node (PID: 1104) 140.122.184.88 network flow
2 2025-01-11T03:51:34 | vim (PID: 15903) hello.cpp readlink
3 2025-01-11T03:51:22 | sudo (PID: 15873) | vim (PID: 15903) | process_create

% 2~ P 3&F o #E# = Edge dataframe

10




3.4 Process ID & 4§ A2 & A

f- 5 Linux i %u? > Process ID (PID) &% im— B pFf g@h4R Ari— 10 3
ElpEd d BAZAFT AR 0 PID v 2 8d (% % Ao st b @ Ka o
PID ¥ % # X A % a8 umE » Fla v {4 P LF R Linux 4 ,uug/[i\l BB 44 fi
PID > # + i&d /proc/sys/kernel/pid max A3 > § s 7+ £&2 G iz B
P 4o B A S R B B B LA B 15 Srfseen PID g4 ik
WL T A FR L ATEAR R o F|p PID EAF R R E Y L X R KA e
FRAEAAFAIARFIR A L T2 REFRE AR PID A7 FARER* | o i
B AR RRBERET § FRFEH . GRS B R RET OER FLE AR
- B AHE fikif PID i BifeH M B o Tt > haE 2 AR S 44717 5 P
i HBizd PID & BB EBEAHPEFR (starttime) ~ 7 4 7RI (exe) »
< PID (ppid) i # 3 g ff =& 4 v feih @ ¥ & bidk el - 38

GIEg o Ko ERu|E - BARA F K] 0 LT PID €47 E IR B

3SHEE RS ma e

PR R AR RAE B IR SDEEMG o AT R
generate file edges and nodes() & 3% 4c 6 ° & P &2 k p Auditbeat #riz & e
BRI T E 8o SN DR P RTHY BE T B E
SARM TR XS - BPRE SRR OSSR RS - 4T
ARELABLEDT R ER o F A ZHN B EE event_category ¢ ¢ 7
"file" e o kB 4T #h kAP B £ 2 (4o opensread~write~unlink % syscalls )e
BF A% 5L F e process name fr process id i £ 0 i > Aoy b =
process_id_name > 755% 5 2R LAL (PID:AEAR ¥%L) > 5% kR 48 (subject)
Tor o BEEROTHEHFEEE LS AR R R E TR R B
# % - 27 ik Graphistry F#RARY L1 Eg W E e g o ot 7 F la\%‘ri‘
RSB EBRFRRNE PR AR HVRE AR TE P AT AT NI
BALABREEL > FENFERREELAN Y
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def generate_file_edges_and nodes(df):
file edges = df[df[ "event category'].apply(lambda x: 'file' in x if isinstance(x, list) else False)]
file_edges["process_id name"] = file_edges.apply(
lambda row; f"{row[ process name']} (PID:{row[ process 1d"]})" if row[ 'process name'] and row[ 'process 1d'] else "
axis=l

)

complete file edges = pd.DataFrame({
"subject"; file_edges["process_id name"],

"object": file_edges["file_path"].filIna("unknown"),
"action": file_edges["syscall™].fillna("unknown"),
"category”: file_edges["event_category"],
"users_name": file_edges["users_name"],

"edge_category": "file",
"outcome": fi1le_edges["event_outcome"],
"time": file_edges["@timestamp"]

3]

filepath_subject_nodes = pd.DataFrame({
"node_name": f1le_edges["process_id_name"],
"process_name": file_edges["process_id_name"],
"process_executable”: file_edges["process_executable"],
"source_ip": file_edges["source_ip"],
"type": "process”

)

I|Iepalh obleLL nodes = pd.DataFrame({
"node_name": complete file edges["object”],
"file path": complete file edges[" obieu"},

"I'ilefowner": file edﬂe\[ [ile_owner"],
"file mode™: file edges["file mode"],
"type": "file"

filepath object nodes=filepath object nodes[filepath object nodes["node name"]!="unknown" ]
return complete file edges, filepath subject nodes,filepath object nodes|

Bl 6~ s ARAE G R dT AR Rk (FAPRE E 2 4R BB 2 3
3.6 ARk LT B

L7k Y f2 B aE = (process creation) ¥ i chBd B AL (L L & gL en

=2

A58 > AP B T generate process create_edges and nodes() it Ao 7 e 3%

N

FUenp A% Auditbeat i p &Y EE DBITARR E 2 SRR L (start)
HAOF R L iRjpiet Tt 2 a5 L > 258 % * Pandas iF
EriE 4] & event category ¥ F|¥74_F & 7 process’ ™1 2 event type =
PEE S 7 ostart MR AN AATRARE T 2 o SEFETREIERSE R
G B R g > B OF € B E apply) 2 E 0 o E L OF e e

Sl *
MEKRREBLATLE P A RAESDLHEE PID o T UEFSRN IR B

ETNS
i

update_source with parent & 3% » i 12 parent process mapping F £ %

K Bé"? xf_rrsm\z :"ﬁiﬁfﬁ? 22 °2§_§13113;13'}\ m»reJ_ » 3\ IJ”EE ga/‘kﬁﬁ,,}f 2 wo E,\:J]&

ERBO/FEZ TS TR G S USRI B R - het

mBRuE 2 BRI R RFE AT AR R Y AR i R

N Sl i S =N ,}Ezo@*,%nﬂ?;}—'—@ﬁl_ﬁ,%# C WA R P oiET m"“%
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SRS RN 33 1R U SR

def aenerate process create edoes and nodes(df, parent process mapping):
process create edses = dff[df] 'event catesory'].apply! lanbda x: ‘process’ 1n 1 of dsinstance(s, list) else False)) &
(0f "event type'].aoply(lanbde & 'start’ inx if Isinstance(x, [ist) else False))]

process create edges]"source parent'] = process create edges. apply(undste source with parsnt, amsl, args=(parent process zaping, ))

conplete process create edges = pd.DataFrane(|
"subject": procass create edges) "source parent'],
"object": process create edpes.aoplyl lanbda row: f{vou] ‘process name' ) (PID:{row] ‘process od'1))" of ron] process nawe'] and ronf ‘process id'] else "mknom’, axise]),
“sction' "process create’,
categorf ‘ pmcess_creatf._f.dgas[”&mt_categorfﬂ”],
“Lgers T pm s oreate edoes]"users nae'],
el category’ s "process’,
“oicome"; prccm create edges["evert ou foone'],
"ting": process create edges] @inestanp']

)

process create object nodes = pd Datafrane |
"node mame": coplete process create edoes( "oject'].fillnal "mknomn"),
"Drocess taae": couplete process create edges]"shject”],
‘source_:p" Drocass create, edges]"souce 1p'],
"rocess executable 0f]"process executable’],
"type"s "process’

process create object nodessprocess create object nodes{process create object nodes[ “node mame"]!="wiknow’ )
return complete process create edges, process create object nodes

Bl 7~ ARV FE 5 IR process create 4p B ¥ % Jg Boghiu 2 i

37 B mA RS

RO R R RE M BAREL R A PR
generate network edges and nodes() i 4r@] 8 o & F* 2 Auditbeat #1iséken
PRAPMEE 23N F AR AT Y 0 5:F Pandas g i GE 4]0 P
It event category # =¥ & % "network" i 4k iTd g A KA B4 T 4o
TCP/UDP :# 5 ~ socket @31%1“' ERLE T 20 FRBEREFHORHI > AP
JpE LR PP Argafs B L AL (process_name ) £ 42 B 25|45 (process_id) o & &
FHGE A28 LA (PID:AZA ID) 03 B ok AT i process_id_name ® o

S {5 T R e 2 S BT S

Rl Ei%ﬁi%]/\ % Graphistry £HRF LT 59 ﬁ?,@l:‘!f&&%‘}é’z‘ﬁ R ) o 1% A

T 5 8§ subject @ % o B A SN AL

B F g 45 AR Boid SRR A R AR A SRR TP a2 2 T A R pR s )T A 0
B C2 75 o AFPROT BT 6 N p Rk g BAARE  N A YRR B
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def generate network edges and nodes(df):
network edges = df[df[ 'event category'].apply(lambda x: 'network' in x if isinstance(x, list) else False)]
network edges["process 1d name"] = network edges.apply(
lambda row: {"{row[ 'process name']} (PID:{row[ 'process id"]1})" if row[ 'process name'] and row[ 'process id'] else "unknown",
axis=l

)

complete network edges = pd. DqtquﬂmL({
"subject": network edges["process id name"],
"object": network edges["destination ip"].filIna("unknown"),
"action": network edges["event action"].f1llna("unknown"),
"destination port": network edges["destination port"],
"network _direction": network edges["network direction"],
"network_transport": network edges["network transport"],
"category": network edges["event category"],
"users name": network edges["users name"],
"edge category": "network”,
"outcome": network edges["event outcome"],
"time": network edges["@timestamp"]
1)
networkIP subject nodes = pd.DataFrame({
"node_name": network edges["process id name"],
"process name": network edges["process id name"],
"process_executable™:network edges["process executable"],
"source 1p": network edges["source ip"],
"type": "process”
network [P subject nodes=network[P subject nodes[networkIP subject nodes["node name"]!="unknown"]
networkP object nodes = pd.DataFrame({
"node_name": complete network edges["object"],
"ip address(destination)": complete network edges["object"],
"port(destination)": network edges["destination port"],
"network type": network edges["network type"],
"type": "network"
)
networkIP object nodes=networkIP object nodes[network[P object nodes["nede name"]!="unknown"]
return complete network edges, networkIP subject nodes,networkIP object nodes

Bl 8~ A2 A8 5 T e AR M E PR PBE Y 2 i
3.8 Provenance Graph # = 22 R.4f i

GAETT Y 5 5 A Auditbeat FEr P AT BB chE B 2 FAEC 5
PR E AT E ALV BF) 0 AR * 1 Graphistry £ i85 & B8 0l
% o Graphistry & - B A3 2 HenRlA 447 F oo F RS4RI TR Y T 4
IWNOR A IR F T LA EBF E 2 BT EM e AART R
A B T plot_provenance_graph() &3t Aol 90 gt iV A & F ORI AL D
SELTOR S T @i % Graphistry ¥4 $FA)  psd > F LT KT SRRy

A

3
WA H I PE d K T blde- N A 25 (7 5 60 process K B i d S A FRR TS
e file K 52 EF > 0 E N A RRETE E 9 network K R %4

303 (edge) & &2 (node) » @ 7 P AN 2 ABT5°? ARE S A w
Blofk ¥ > @ * graphistry.bind() & ;¢ 7 F 2 % K (source )~ P #( destination )
HHEH (edge title) ~ &8 ID (node) &4 > MFxiR= - B ?%&«éﬁ’ﬁ?ﬁﬁ‘iﬁﬁ
FRHEBBEME o 3B (S5E nodes() & .edges() # » FER2 B E R . I
1 .encode_edge_color() £ .encode_point color() i&— H #-FHE I EI A HF
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B plot() #EBF MBI @5 5 R A Graphistry 2 3T 5 F o dopt
- kR EFARM N ks et 2R R BRET XA E I BN R AT
224 (AR o PR M AL B T R T S R RS BRI - B A
LN G iR P R RART I R RS T 2 RN GF RPN RS

REWARBR{ e BF R LRI T ER A SRR IT -
def plot_provenance_graph(all_nodes, edges_for_graphistry):
edge_color_map =
p rocess': 'red',
file': bluﬁ
‘network': '@ een‘

node_color_map = {
'p rocess': ed
"file'; "blue
‘network': '@ een‘

oraphistry.register(api=3, protocol="https", server="hub.graphistry.com”, username="audit", password="")
plot = graphistry.bind(
source="subject",
node="node_name",
destination="object",
edge title="action",
y.nodes(all nodes).edges(edges for_graphistry).encode edge color(
column="edge_category',
categorical_mapping=edge_color_map
).encode point_color(
column="type",
categorical mapping=node color map
).plot()
return plot

Bl O~ s AR L R LB R A P ST RS i graphistry 2 = ® R B
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e} PHRESFELH

PR P RS IR R R T AR B R g sl “$ (RN o "ﬁ
FiEnis L0 T %% Auditbeat *Ti &% E a0 B oonidE L Ak RIRE B A
Fet Y DBV AE RS PR RFETREN I RREZEE o

a?j‘ﬁ—%g%ﬁilﬁﬁﬁﬁﬁﬁﬁﬁ’ﬁﬁﬁ§ﬁéi—%ﬁ%ﬁ
P apd o FRETFFCEITFE A AU o BT 6 ¢ o % 2 (AT
For oAl ER —‘“’fg\lé 7z F e R i e ELF #5818 P 4258 (shellelf) -
T xT '*Ffz",i T3 E R AR IJ:?'*‘ ¥ % Meterpreter & 7 F il A Bo{F %
MppAE - X e K FR R TS LA £ T RER T RS Auditbeat P&
kil AT ARRL AT AL B R -

AT F T BEROPIRIAE T HR oM FHET SubrionCMS4.2.1 7 ¢ v
ik A28 AT (RCE) iiF CVE-2018-19422[20]1% 4 I3 B 4% - Hosisc ¥ %
FHiE B E R phar FEEBEFEAIE 0 ¥R % Auditbeat P iRiedrE kN F 2 A

R L T AT R R

41 ENE EFEREHP ch kit

Auditbea ¢ 7z45r & fafh &4 1% ~ process 22 = 11 2 e pLAp B kB 0 0 SR 4
Hipt o o mpBI Y ~47p 8k &

411 H B ivE

i@ * Linux 4p 4 A7#{ @& * ¥ ¥ ¥ 4 3] sudo group - 4 ¥ B % /etc/passwd

/etc/shadow ~ /etc/group 14 % /etc/gshadow izt #§ % % 4 7 7Rt & Bdk iF o

4.1.2 Auditbeat 3 23

50 Fwmisdd Sk i e &0 & Auditbeat ¥ R EE FARA] A B HiE
i 2z H 2K TA§ auditbeat.yml P shaudit.rules % £ 45 W) 44 /etc/passwd ~/etc/shadow
/etc/group 14 % [etc/gshadow ¢t w B £f % 3K %_audit rule i 7 F # 40 & 3 K TR
Sl -w REATIARFRIS p REAERERGF AR (L r=read, w=write,
X = execute, a = attribute ) > -k & Th4EF tag > T PBEsBEREA o
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Audit rule Description

PR E B Jete/passwd 58 ~ B2 R
B

-w /etc/passwd -p r -k user read B2 & Fr/ete/passwd HEE B (7 L

-w /etc/passwd -p wa -k user change

PLERLR B g2 Jete/shadow 8 ~ 2 R
et

-w /etc/shadow -p r -k shadow read PL AP & f/ete/shadow s B~ (T A

-w /etc/shadow -p wa -k shadow_change

PLHLP] B FE Jete/group eRE 821
BLFH
-w /etc/group -p r -k group _read PUARLR B /ete/group £TEE BT G

-w /etc/group -p wa -k group change

PP b /ete/gshadow e ~ B2
PR F
-w /etc/gshadow -p r -k gshadow_read P ARLP & i /etc/gshadow 3 B~ (7 &
03 £ B R ELEATH LR 0 2 4] Auditbeat i (7§ 35

-w /etc/gshadow -p wa -k gshadow change

BEECTER Y EREC T R R Y )

KEFEE RP (s ehInA P iRk 47 BB > process.name 5 useradd 17 %
process.pid = 4109 ¥}/etc/passwd -~ /etc/shadow - /etc/group 14 % /etc/gshadow iz w
i 4 7% 0,1 Sedfe 1% openat().4 £ rename()J4- @] 10+ 5 * £ 3 {77 useradd 14 %
passwd p LT A A gk A AIRITPp R B 1] qhp s RRIE
7 % #8542 K process.name 5 passwd process.pid 5 4120 » process.name = sudo
process.pid % 4119 ~ process.name 5 useradd process.pid = 4117 > * it 47 R 3& =
%% 37 useradd 12 2 passwd 4p 4 PF § AR A AP TR o B F A
2 &g Fﬁg FEP R Sk SRR R 12 -
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@timestamp (O N # process.pid k process.name k auditd.data.syscall k process.executable k file.path

@B Jul 9, 2825 @ ©7:85:24.818 4,109 useradd openat /usr/sbin/useradd /etc/passwd
B Jul 9, 2025 @ 97:85:24.0802 4,109 useradd rename /usr/sbin/useradd /etc/gshadow+
@B Jul 9, 2825 @ ©7:85:23.998 4,109 useradd rename /usr/sbin/useradd /etc/group+
£) Jul 9, 2025 @ 97:85:23.990 4,109 useradd rename /usr/sbin/useradd /etc/shadow+
) Jul 9, 2825 @ 87:85:23.982 4,189 useradd rename /usr/sbin/useradd /etc/passwd+
B Jul 9, 2825 @ B87:05:23.966 4,109 useradd openat /usr/sbin/useradd /etc/passwd
@ Jul 9, 2825 @ ©7:85:23.966 4,109 useradd openat /usr/sbin/useradd /etc/passwd

B 10 -~ /etc/passwd ~ /etc/shadow ~ /etc/group 12 % /etc/gshadow & B £ % e
g R TT P Rk 4k

@timestamp(® |,  # process.pid k processname  k auditd.datasyscall  k eventaction  k process.executable k username # process.parent.pid

/7 B E Julg, 2050 4,120 passwd execve executed fusr/bin/passwd root 4,119
87:085:33.013

/2B E g, 2e5e 4,119 sudo execve executed fusr /bin/sudo lee 4,098
087:85:33.001

: 7B Jul 9, 2025 @ 4,117 useradd execve executed Jusr/sbin/useradd root 4,189
87:05:24.0826

Bl 11~ fpiiledd LA * H4(77 passwd "4 % useradd & fédp £ >

Fot tp AT K40 A 2 TR
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mseecT Wl 2 Q@

mzzw

L o <}

EDGES 137
W HIDE STANDALONE NODES
W sHow PROPERTIES

. -
. SN
%\»_/, . ,\\\\\

== useradd (PID -
RS

g-graphistry

‘dd histogram for..

ERIER

§...1

EIII@@

Bl 12 ~ Rk Sl 10 p e 2 R R )

4.1.4 Fh3FRT LR R A 5

JE B 13 ek 4 ik B ¥ 14 B % ] users.name

process.name = useradd ¥ process.pid 4109 #ihxELT 5 Jetc/groupt i {7

i

-

root # 7t % Sk T

pa

rename fE % k Sk 1F > I 7 outcome E T 5 success 0t {7 5 {7 useradd 4h

S - W R

useradd (PID:4109)

T

destination

source

action

category

rename
Y

2

edge_category

object
outcome
subject
time

users_name

fetc/group+

@

/etc/group+

useradld (PID:4109)

rename
[file’]
file:

Jete/group+

success

useradld (PID:4109)

Jul 8 2025, 11:05:23 pm

uTc

root

Add histogram for.. ~
LEGEND TYRE
Color type lcon  Count
. process - 18
file - 9
network - 1
Sizes ~ degree

B 13 ~ BL% - R4 Process ¥t file i& {7 rename % Yiffe (T
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4.1.5 Process create ¥ i cj# i ] & 7
KR 14 e3Re jmih BT 2 ELE T 42 B process.name = bash ¥ process.pid
% 4098 =+ 1 process.name :» sudo ¥ process.pid i 4119 - & %F sudo #25

&2 7 process.name  passwd I process.pid & 4120 ¥ PRI TR SR H

# {7 sudo passwd & * —%‘f Y10ty Zr’;m:}ﬂ Lo g A enpnihg e

sudo (PID:4119) - passwd (PID:4120)
process_create

A4 2 A Lo
destination passwd (PID:4120)
source sudo (PID:4119)
action process_create
category ['process’]
edge_category process
1 object passwd (PID:4120)
bash (PID:4098) sudo (PID:4119) outcome success
[ subject sudo (PID:4119)
time: Jul 8 2025, 11:05:23 pm
utc
users_name root

sudo (PID:4119) passwd (PID:41...

Add histogram for...

LEGEND

process

file

5

B 14 ~ Process & > 7 Process I ¥4% %8 (7 & Suffk (7% kB
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42 2B H A WEAERSHP cher

BRSSP TR aueF SR SEBRp RTHERY FT LU P S Fie
- HsIERY ERFERF p@ARN A DR II‘?;""“%\ﬂB’n« RECATS- S
’%éﬁﬁéﬁﬁﬁi@\Tﬁﬁﬁiwﬁiiﬁm°bﬁﬁﬁw?U?““@ﬁﬂ%é
AP R TE- HRPFEMBT A E 2 BRE L EE I H 7 LA

T F) R

421 BEF R R BB ER

EHFA CRFEPBLFLE  ARHERAEFFE LT A LT HA
(Victim) 7 Linux Ubuntu20.04.6 LTS - H ¢ % & Elastic Stack =~ ¢ » Auditbeat
BFdcd sk gt ¥ ® - Elasticsearch 72 P& s & ez
Kibana # =7 AL g Ml E A4 2 P& e I’{«‘}?{i%ﬁ ( Attacker) % Kali
Linux20244 > B v 2% 4% » L @ » ¥ 3% Apache2 HTTP Server - * 113 ¥
o '*Ff'f i“ fsmAzs o Kali s52# 1 £ & 7 nmap * > 4Fdn = {8 B £z Port 1 %
IP - msfvenom # # 2 & F » i S i 4 (0 E R ELF £ % 2 2 Metasploit

Framework * 3 fcw il ~ & = Meterpreter 4R T3 7 F g T o R A

B 0T o
4.2.2 st 42

72w B Fp £ (Reconnaissance ) A H% nmap 1 K P R R
Ubuntu ¥ 440 [P =4t 27 B 2 HTTP/SSH PRG% - & 4 & % Payload (Payload
Generation ) &+ Kali sc##7° & * msfvenom # 2 - B2 § & » i &7 i 0 ELF
s A2 (shellelf) » % 2 F »:@% 1 Kali = LHOST % ip T LPORT -
1= 2 49 4 %z (Phishing Setup ) s # ;F‘k > Kali Linux ' p (7% 030 % - B i3
9 HTML b 30 6 9 4o > X 2 ATHE AR BRI LB F 57
shell.elf £ payload - 4-3% 1 423 % (Social Engineering Inducement ) sz # —ﬁ % E
REFRFGRERL RITHTROFEN - HEFAF P RRFLET R
;¢ (Backdoor Execution) 3 ¥ % ﬁ > Ubuntu ¥= 4% + 4 7 shell.elf & » {3 4258

Z s Kali 0 msfconsole 2 = Meterpreter i 4 > I{%t—*‘ T B {8 2 R
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Y

H14# o {8 % % 4] (Post-Exploitation ) Iz§ i% i Meterpreter session it {7 % T

NI SR REE

4.2.3 Auditbeat % F_ %P
30 A s st B R %k it B 40 & Auditbeat ® R TE AP

A &% e H 2K 4% auditbeat.yml ¢ ¢ auditrules FeFlo AF¥FF KK E OOUT

BPHrd 4K TP SR -w AEAT RS p R EAEHERFOE(H
& r=read, w = write, X = execute, a = attribute ) » -k X TH4iEF tag > TER A
RO AT

390 -a A RTHRI - 0E R ALer e AP always & o7 NB RS
exit # 71§ dp Lih i seed e (e openat) TR A~ Ew gk F 0 auditd Edie

2L 4

Fetel gREmEF o -S ip L& EF #240 syscall > -F LI EER
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Audit rule

Description

PR E B Jete/passwd 08~ B R
-w /etc/passwd -p wa -k user change

PR R
F g

-w /etc/passwd -p r -k user read & fi/etc/passwd e B~ (7 G

PP E 2 Jete/shadow eE ~ 27 R
-w /etc/shadow -p wa -k shadow change

TG

-w /etc/shadow -p r -k shadow_read LR B fe/ete/shadow s BT A

PP E B Jetc/group eRH o~ B2
-w /etc/group -p wa -k group change
L5
-w /etc/group -p r -k group read

PP d/fete/group i B (7 A

PR E Fr/ete/gshadow e0E » &2
-w /etc/gshadow -p wa -k gshadow change

R G

-w /etc/gshadow -p r -k gshadow_read PR E Fr/ete/gshadow 73 B~ (T A

* K > T4 /home/lee P & et
FEd o e dEEE B T
Bl 25T
FRBIEH 64 A KA 4]

ERSE Y RN RN Tt

-w /home/lee -p rwax

-a always,exit -F arch=b64 -S

accept,bind,connect -F key=external-

5
access + accept ~ bind {r connect
-a always,exit -S sendto -F PR § E 4 8 seed e sendto 0 i
key=network send W B E T AT S
-a always,exit -S recvfrom -F

PP E FE recvfrom ik FurEed s &
key=network receive

%4~ P LR

R
vl A ;‘< Yowded %

AT > 12 ] Auditbeat & 7 5§

424 7B i7 5 P FHEER

1% i Elasticsearch ¥¥ Kibana - = # B &3

mB PIQDb"II?EEF'&’\!:'(’J

04:00) ¥ = H T B F R 4 (B 15 B 16 7 37T % TA 2 e R =k Sk it

P bl KGesY REIZ 842 B process.name 5 gnome-terminal-
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v

process.pid = 6212 ~ process.name = bash process.pid % 6222 - process.name =

f

shell.elf process.pid % 625312 % process.name = sh process.pid = 6429 > B 17
SHHRF TR S PR R SR TP 3Rk 4 0 JEP 3AY BRI process.name

v

shell.elf ® process.pid = 6253 #$F4#h % passwd.txt % attacker.txt 3% 7 7 open
g Feet el A B endR 1T 0 iE (7 A B4R ¥ Ee 8 b passwdltxt B (782 se L B2 BT B
77 attacker.txt ' @ F|ie 4% o B 18 A HEELF KRTA S B APM K AR ITP AR
& > 42/ process.name = shell.elf process.pid » 6253 #iF 22 port 2= = ¥4
Bl ST s % destinationip 5 10.0.2.6 0 ¢t 7 5 ¥_ Kali ¢ msfconsole 2 =
Meterpreter i@ 5 pF#1 & 4 ehp 5% 4% 42 % process.name = firefox process.pid =

5809 £ ¥oh Rt 10.02.6 @A 27 A RIBER R T TAL DR P RES -

1,000

U.
=]

04:00 0401 04:02 04:03 04:04

B 15~ ffs P 7718 Kali 0 msfeconsole & > Meterpreter i 4 » ¥

I A4:00p0F p 3k RAR F P Rt 2

nt.pid

\:\ @timestamp O NA # process.pid k process.name k auditd.data.syscall k process.executable

\:\ aT) Jun 11, 2025 @ 04:02:14.569 6,429 sh execve /usr/bin/dash

\:\ /S B Jun 11, 2025 @ 04:00:28.324 6,253 shell.elf execve /home/lee/T#/shell.elf

\:\ s B Jun 11, 2825 @ 04:00:12.440 6,222 bash execve /usr/bin/bash

:\ 7 B Jun 11, 2025 @ 04:006:12.240 6,212 gnome-terminal- execve /usr/libexec/gnome-terminal-server

Bl 16~ apihledd BEIPANORFTUE AFLFFUMLE 2 -

% Shell
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) @timestamp (© N # process.pid k process.name k file.path # process.paren k auditd.data.syscall
t.pid
I:\ s B Jun 11, 2025 © ©4:01:58.303 6,253 shell.elf passwd. txt 6,222 open
|:\ S B Jun 11, 2025 @ ©4:81:46.568 6,253 shell.elf passwd. txt 6,222 open
I:\ S B Jun 11, 2825 @ 94:01:38.526 6,253 shell.elf attacker.txt 6,222 open
|:\ S B Jun 11, 2025 @ ©4:81:28.524 6,253 shell.elf passwd. txt 6,222 open
I:\ s B Jun 11, 2025 @ 84:01:12.122 6,253 shell.elf passwd. txt 6,222 open
|:] S B Jun 11, 2025 @ ©4:00:28.524 6,253 shell.elf /etc/passwd 6,222 open
I:\ s B Jun 11, 2025 @ 04:00:28.436 6,253 shell.elf /etc/passwd 6,222 open
B 17~ &P sk s AT ) sk v

B @timestamp(® . # proces k process.name # process. [ destinat # destin [ client.ip & networ k network.t k process.executable
s.pid parent.pid ion.ip ation.por k.type ransport
t

: s B Jun 11, 2025 @ 6,253 shell.elf - 10.0.2.6 22 10.0.2.5 ipv4 tep ./shell.elf
84:82:38.873

: S B Jun 11, 2025 @ 6,253 shell.elf 6,222 10.8.2.6 22 - - - /home /1ee/ Fif/shell.elf
84:00:28.324

: S B Jun 11, 2625 @ 5,889 firefox N 18.8.2.6 80 16.8.2.5 ipvd tep fusr/lib/firefox/firefox
84:80:16.878

: s B Jun 11, 2025 @ 5,809 firefox - 10.0.2.6 80 10.8.2.5 ipv4 tep fusr/lib/firefox/firefox
84:00:12.878

: S B Jun 11, 2025 @ 5,889 536F636B65742854 2,186 18.8.2.6 80 - - - fusr/lib/firefox/firefox
84:60:88.418 6872656164

: ) Jun 11, 2825 @ 5,809 536F636B65742054 2,186 18.8.2.6 80 = = = fusr/lib/firefox/firefox
84:60:86.662 6872656164

Bl 18~

A 2L 4 A7
* P ReR o

425 =ER 2 > B2 L 47

B 2k (8974 S ehp
5 T AR o R R )

R Bl A AT AT T2 Python

19 ¥ 3R 4 @ik BB % F| Linux B2 #

’fB— /515“7 i ﬁ *ﬁ'
¥ #2.7% gnome-

k auditd.da
ta.syscall

connect

connect

connect

terminal- £ =

BiE 7

f* #2.;% process.name

A2 B process.name =
process.name

e (7 7 Bash ¥ ¥ 34§71 {5 P 425

f

sell.elf *

(3=

I
f

% sellelf

bash

process.pid 3

process.pid

' fe PP AR5 1 P

25

process.pid =

"=

///

6253 »

s= 24

62225 # % bash #2

bt e RgE TR

7t J<R 20 B2
6253 ¥t passwd.txt # {7

-

—»1:11 ;

open



Fh gk sert e f G- P Ol T UELR T F S P g AR e

B fren k Sudk 17 > JE B 21 ¢ endf e @k BB ZR T| process.name 5 sell.elf

process.pid 7 6253 s AR @ * 22port ¥HehR kR (10.0.2.6):F = 7 ek
e bR R Y O ELE N - et R A B P P AN BT
AR RGP -

bash (PID:6222) — shell.elf (PID:6253)
process_create

A s 2 ® &
destination shell.elf (PID:6253)
source bash (PID:6222)
action process_create
category ['process’]
edge_category process
object shell.elf (PID:6253)
subject bash (PID:6222)
time: Jun 10 2025, 8:00:34 pm

utc

bash (PID:6222)

users_name lee

bash (PID:6222) shell.elf (PID:62...

Add histogram for...

LEGEND

Color

process

W e =

Sizes

B 19~ A kB¢ 7 28 3 Linux B35 % § 425 ~ Bash 12 % shell.elf 2. 7
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shell.elf (PID:6253) - passwd.txt
open
v e ] o)
destination passwd.txt
source shellelf (PID:6253)
action open
category [file’]
edge_category file:
object passwd.txt
outcome success
subject shellelf (PID:6253)
shell.elf (PID:6.

time Jun 10 2025, 8:01:20 pm

utc
users_name lee

Add histogram for...

lcon  Count

B 20 ~ AR B¢ 3 I shellelf #73% % passwd.txt & {7 7 open #§ & 3% i+

shelleff (PID:6253) - 10026
connected-to
L o Y @

destination 10026
source shellelf (PID:6253)
action connected-to
‘category I'network]
destination_part 2
edge_category network
network_direction egress
object 10026
outcome: suceess
subject shell elf (PID:6253)
time. Jun 10 2025, 8:00:28 pm
utc

lee

Add histogram for...
shellelf (PID:62...

B 21~ AR B P 3 2 shellelf #23% ¥ s & 4% 1P:10.0.2.6:¢ 47
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4.3 CVE-2018-19422 # 3z R 5% P chg? 3k 3+
AR %o iEERT Eaut BB BB Auditbeat it F I AR £t S 4T

Akt SmEA L AT R L paraiR B > ) 6 e

(N R

4.3.1 se ¥ iz

e A R % Nmap #ds % 0 Frsiie 22 BB ES TR - TR o [P G
10.0.2.5> 7<% IP 5 10.0.2.60 fesc ¥ = > phar 4% % 5 H p IP £ port>
i #-H F @ 3 Subrion CMS &1 /panel/uploads P 4 o e #Fs ifl F & 7 55
3% .phar 4% % 4§ 4F &F o > # f§4F Reverse Shell I’(?Jﬁ“ B~ (B ¥e % 1 shell 2

432 ¥ F R EHERE

AR RERENA CARBEL R WA L T A T
i # (Victim) i Linux Ubuntu 20.04.6 LTS » # ¢ 2% % FElastic Stack ~ i >

>¢

Auditbeat §  Jc# & sk men% 3t F & - Elasticsearch ¥ 5 p 3855 & 839 14 =4
™ % Kibana #} E&¥ ALY 4@ 1Y /ﬁ?ﬁl AR R PR T P R AR M TR D
iF E T2k % Subrion CMS4.2.1 ™ %2 Apache2 HTTP Server - st # 4% (Attacker )
Kali Linux 2024.4 > # * nmap 45 ¥ 3 #>72% o

4.3.3 Auditbeat X T3P

R S I E R R oofi P k&0 & Auditbeat ¥ R T E IR
&% re H % T4 auditbeat.yml ¢ shauditrules FE o A ¥ F KK E TR
Aldrd 5> X TARD 28 -w AE2THFAIRIE -k X TMET tag > T ERpd
B o-a ML RTH - 0E A BsE e DR always o ANGRE AR A S nE
exit % 7 & i T T_eh k uet et (4o openat) # 72 =~ £ w B % PF o auditd Fedkie=R

el m A 0 S 4y L& E iy syscall 0 -F iR EER o
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Audit rule Description
* % & ¥ Subrion CMS %=k + i@ p
-w /var/www/subrion/uploads/ -k subrions
B T 3BT 5
-a always,exit -F arch=b64 -S PURRIEH 64 A BT
accept,bind,connect -F key=external- B et AUE 2 G R ek St g
access + accept ~ bind f- connect
-a always,exit -S sendto -F PR E 3k sk et sendto 0 i
key=network_send R B TR E S
-a always,exit -S recvfrom -F PR E 32 recvfrom k Boeked o
key=network receive 2 BICRER TR SE S

Fo S5 F - BRRERRZE ) SR e 3THLA] 0 14 4] Auditbeat & 7 E 47

434 7B 75 np BB

i% 1% Elasticsearch ¥2 Kibana » = # B2 I chp 5% 40 B 22 232 #H BT
FX, .phar £ % PF 973K T 80 port > 4% ¥ 34 {7 .phar 4% 7 ® = # reverse shell £ shell
F 5 0 & 7 0 f B A reverseshell chpF FFEL (6 05:57) c HFREE 23 4
Kibana #75t:+ & B pFf 8Lenp 34 » W F IR 05:57 £ it ﬁtf&_%«ﬁfﬁi‘g ‘e o @B 24
AR SRATA A bk R ALIRIT D SRR & P &Y BLE T process.name i
apache2 ¥ process.pid % 3012 ¥ 4 % B /& % /var/www/subrion/uploads/php-
reverseshell.phar #4 7 7 % £ 22 chmod ~ chown ~ rename ~ openat % % Xurf v 4p B
(T TR A phar fh P BT ¥l r A 4 e ALk IT P Rk B 20 &
W T &RTA L e B 2 kiR iTp R & A esk?® BRI user.name 3
www-data & * ’ﬁ P = 7 L 842/ process.name & bash process.pid % 3334 ~
process.name = sh process.pid * 3330 ~ process.name 5 cat process.pid = 3341 12
% process.name = apache2 process.pid 7 3326 » 12 F iz g B oL st H S A
= 7 reverseshell {$ A& 2 shell #2/ £ 2 {77 catehdg £ “TA 2 ehp 38k &
Bl 26 ZHMFBRTAEALDPRAPMN FAFTPRES P RY THER
user.name 5 www-data @& * ¥ %425 process.name i apache2 process.pid &

1170 %38 80port & = ¥ ¢k pid 4 T 52 # % destination.ip 7 10.0.2.6 » J* {7

Y
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L4780

156 UTC 2025 x86_6 86_64 GNU/L1nux

L0GING  IDLE
{ xdn? 2156 0.025 / ib/gdm3/gdn-x-session = tun-script env GNOME_SHELL_SESS E=ubunty / /9 lon ~systend -se
i-data)
+ Inappropriate

Bl 22~ fsc ¥ Y T E 80 port © # F 4 {7 .phar £§ = # reverse shell &7 shell
e

5,000

3,000

]
[=]
=]
o

1,000

o WEN___

05:47 05:53 05:55

—-- I_-Il _-\EA'AV‘__ -._-___-
6 5:49  105:50 52
S

2025

B 23~ frc# s b 2 # reverseshell (& 0 I ¥ & Kibana ¥ & 7 sc ¥ BB AL

FERFR AN, T OUE IR foreverse shell = # enpFiz £ 4 % £ p hk &

L\ @timestamp (O # process.pid k process.name k process.executable # process.parent.pid k auditd.data.syscal k file.path
1

{:} PAE) Jul 9, 2825 @ 3,812 apache2 fusr/sbin/apache2 997 chmod /var/www/subrion/uploads/php-reverseshell.phar
085:57:32.893

\:\ 2 Jul 9, 2025 @ 3,812 apache2 [usr/sbin/apache2 997 openat /var /www/subrion/uploads/php-reverseshell.phar
085:57:32.893

\:} PAE:) Jul 9, 2025 @ 3,812 apache2 /usr/sbin/apache2 997 chmod /var/www/subrion/uploads/php-reverseshell.phar
085:57:32.893

\:\ 7 B Jul 9, 2825 @ 3,812 apache2 fusr/sbin/apache2 997 chown /var /www/subrion/uploads/php-reverseshell.phar
085:57:32.893

\:\ PAE) Jul 9, 2025 @ 3,812 apache2 [usr/sbin/apache2 997 rename /var/www/subrion/uploads/
085:57:32.893

\:\ 2 Jul 9, 2825 @ 3,812 apache2 [usr/sbin/apache2 997 openat /var/www/subrion/uploads/php-reverseshell.phar
085:57:32.893

\:} PAE:) Jul 9, 2025 @ 3,812 apache2 [usr/sbin/apache2 997 openat /var/www/subrion/uploads/.htaccess
085:57:32.821

‘:‘ s Jul 9, 2025 @ 3,012 apache2 [usr/sbin/apache2 997 openat /var/www/subrion/uploads
085:57:32.021

Bl 24 ~ ok 13:1;?—‘5 + B ER .phar FHEEPF Ay dl4E > 7 ¢ j& Kibana ®

BRI R4 T 22 2400 ki &
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o

imestam rocess.pl rocess.name T parent.pi user.name event.action
timestamp (D #p pid & pi k p ble # p parent.pid Kk K t.acti

Jul 9, 2025 @ 3,341 cat Jusr/bin/cat 3,334 www-data executed
05:58:52.288

Jul 9, 2025 @ 3,330 sh /usr/bin/dash 1,170 www-data process_started
B05:57:47.647

Jul 9, 2825 @ 3,334 bash Jusr/bin/bash 3,330 www-data process_started
B05:57:47.647

Jul 9, 2825 @ 3,334 bash /usr/bin/bash 3,330 www-data executed
05:57:46.476

Jul 9, 2025 @ 3,330 sh /usr/bin/dash 1,170 www-data executed
05:57:46.080

Jul 9, 2825 @ 3,326 apache2 /usr/sbin/apache2 997 www-data process_started
05:57:37.650

B 25~ e #5358 T 4 T_port = # reverse shell » ¥ j§ _Kibana * L%
7| Process faxts § i+ 2§47 P 3Rk 4k

@timestamp® & # processpid k processname & process.evecutable k eventaction K networklype K networktransport G destinationip # destinationport G clentip & username

Jul 9, 2605 @ 1,170 apachel Jusr/sbin/apache)  network_flov  ipvd fep 18.8.2.6 80 10.8.2.5 w-data
05:59:09.117
Jul 9, 2625 & 1,170 apache? usr[sbinfapache - network_flow  ipvd fep 18.8.2.6 f0 10.8.2.5 ww-data
85:58:17.121

B 26 - fsc# %+ 2 reverse shell {4 » ¥ ¥ & Kibana * L& 3| 7c# 1% IP

vE ¥ PEATE BLAD port

435 B h W2 = 8L

gh'(

B S (o974 & e p R 08 A7 1“7 172 Python #le (s > 4%
FARL I e R Bl 4o B 27 o apache2 A2 R S F e Lk 2 B & Ak Se el qn Bl b

P iTo 8 R) 28 ¢ R4 jm ik B ELZ T process.name 5 apache2 T process.pid i

3012 #H4% %875 % /var/www/subrion/uploads/php-reverseshell.phar % = 7 chmod

Sk Lk SLk 1T KB 29 ¥ endN A Rk BELE T process.name % apache2 F

process.pid % 3012 #F4% % ¥ /% 5 /var/www/subrion/uploads/php-reverseshell.phar

F417 7 openat iPfhk k Sk 1T d gt S BAR K K LB 1T IR apache2 AR5 T3

¥

o

RIS AR K AL (T R 307 g3t R BB % T process.name 5

apache2 ¥ process.pid 5 1170 > users.name % www-data & * 80 port £ ¢k % kih
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(10.02.6) = 7 g2 > KB 317 0300 #k BB R F| process.name 3
apache2 ¥ process.pid % 1170 = * 7 — i process.name = sh ® process.pid %
3330 4% % sh 42/ * 22 = 7 — B process.name 5 bash ¥ process.pid % 3334> &
B A2 3| users.name = www-data 2= = 7 R ¥ crrbashshell 42 5 » ¥ LR 5|
WEARY W 2R R AR > RSB R B R ITAEAI 2 TR BB KR 32 Y b
3N &k B LR P process.name i bash ¥ process.pid i 3334 & = 7
process.name = cat ¥ process.pid 3341 3 F cat 25 ¥ passwd FhHExH T
openat P R (T o JXRIRMB Y ¥ EFESS S 3 L ¥ T FF LoV HERG A
Fhk.ophar F @B P BT BRI NET LA Roan ket et s R A en g
Process : apache?2 create Bash shell » 12 it ¥ % ZL#* Process T % g 1= 2 4p M Hshell »

PLUEF B R L% 2T R gAY

[ ]
[ ] o —
'@ o | eﬁb

" Jetc/passwd

apache2 (Pl .- . ’-7 . Z _:/: - 7. A
o« @ @ L
— (PID=16. e

) T sh (PID:3330) ‘
“‘0-7‘ w -4 \ VW A= i
o [ N
X )*
o N2 (Pl |
. °
®
Color type
NODES 41 = o
EDGES 87 T
B HIDE STANDALONE NODES G i . T
a..gruphlstrg etwork
Sizes

B SHOW PROPERTIES

Bl 27 ~ P s ik = R B
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apache2 (PID:3012) —  fvar/www/subrion...
chmod

v @ @ @

/php-reverseshell phar

saurce apache2 (PID:3012)
action chmod
category ['file’)
edge_category file
object [var/uwnw/subrion/uploads
/php-reverseshell.phar
outcome success
subject apache? (PID:3012)
time Jul 8 2025, 9:57:32 pm UTC
users_name www-data
Add histogram for.. v

LEGEND ‘ TVPE ‘

Color type lcon  Count

B o - =

file = 7
network = 6

Bl 28 ~ A R4k (T 2 2 jRIR @) > B ¥ ¥ L% 3 source process:apache2 ¥4

%2177 chmod ,& ¥ief e endf (%

apache2 (PID:3012) = /var/www/subrion...
openat
T e Y @

Jphp-reverseshell.phar
source apache2 (PID:3012)
action openat
category rile’]
edge_category file
object Svarfusw subrion/uploads

Jphp-reverseshell.phar
outcome suceess
subject apache? (PID:3012)
time Jul 8 2025, 9:57:32 pm UTC
users_name wow-data

Add histogram for...

B 29 - X\ IFE 2252 E > B P ¥ BT source process:apache2 ¥4

£

% i {77 openat & birf v il (F
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-apache2 (PID:1170) d 100.26
network_flow
v 1] LY i
destination 10026
source apache2 (PID:1170)
action network_flow
category [network]
destination_port 800
edge_category network
network_direction egress
network_transport tcp
object 10026
subject apache2 (PID:1170)
time Jul 8 2025, 9:58:17 pm UTC
users_name www-data

apache2 (PID:1...

Add histogram for.. |

LEGEND | TYPE ‘

type lcon  Count
process - 28

file - 7
6

degree

B 30 ¥t ppamE 22 mRE - B¢ ¥ EZI network flow ¥ source
process:apache2 £ sc # % ip:10.0.2.6 7 ¥ ¢Fif &

apache2 (PID:1170) - sh (PID:3330)
process_create
A ¢ ] ¥ @
destination sh (PID:3330)
source apache2 (PID:1170)
action process_create
category ['process’]
edge_category process
object sh (PID:3330)
outcome success
subject apache2 (PID:1170)
time Jul 8 2025, 9:57:46 pm UTC
sh (PID:3330) bash (PID:3334) users_name www-data

apache2 (PID:1... sh (PID:3330) ]
Add histogram for... |

lcon Count

process - 28

file = 7
network = 6
... degree

B 31 ~ Process create 2_;#;h @] » Bl ¥ ¥ 4 I source process: apache create

Bash shell 7 process
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bash (PID:3334) - cat (PID:3341)
process_create
v [} Ay ©
destination cat (PID:3341)
source bash (PID:3334)
action process_create
category None
edge_category process
object cat (PID:3341)
subject bash (PID:3334)

cat (PID:3341) passwd

bash (PID:3334) cat (PID:3341)

Add histogram for...

lcon Count
28
7

6

degree

Bl 32~ j&UR ¥ ¥ BL% T Bash shell 0 process ¥t passwd 4% % 34 17 7 cat ihdp

£
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FIX W
AFF R n A Linux fSLenfE R p R T A T AT RS Y 30k
Auditbeat 1 £ > W B kS men® 2 F 2 T4 ¥ F & Elasticsearch ¥ 5 P &R
FE AT L 0% Python &7 TR EF H S - HE2F 2 F DT
% B % > & 2 Graphistry 5§ @R E > AT HRON FEURACER o FIF
BERT o AR A 2 SRR R HRR Seen l SR PRI S R e
LR V’%{kﬁﬁﬁmﬁ\%ﬁﬁ%ﬁﬁﬁﬁﬁi,%éﬁiﬁw%%°ﬁ

ZLELE AT A SR P £ R R R AN T X2 1Y
AF Emhe e P ER gy .

R o Poan iy adfs P blde d A 4 i p R E R L 0 B RA SR
hBle §8 &R AL TREP LA AR AL KA o Rk
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