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FAHEED - HMINEIER - RERE : BIRBEEE - B8R - BREREDR

[IBZ]

[EEMIRMIEERE - BENREANEARER » BRESHAENT © A0 : 215 -
BB - B - S BIRRR - e - REOXNWEEOANSES - IUESHREH - BRT
ERENEE - BEASORELRREZNZE - ESCHARRRISERINEBIRERBAR
BESEBEILIRERHBLEFGESRE - ERERNENRINEEFESEES IR
REE - B - AEBSREOEFR L3 - FEI_+FROVBEBIEASBIRINF - BRL
BEBY - BEARRIEHARLOO - &I > HIFFAI LR IBEAS BIRREEE &R
BHSEER -

1w
R MR R R B Bz » B AR ERR R G - Mg A& sk 270 H RS5AVE »

WA Z AN E N2 (objectionable content ) » fil#[] : 417 (pornography ) ~ B&{# ( gambling ) »
#JJ (violence) ~ Fiti (drug) ~ FHBEEGR (racism) ~ ZUfiHY (horror ) ~ JREEHY (obscene)
BHSCRMERY (offensive ) IR MGG F - Horr - s (0 G R RE A Ry ke H 2 E1E
i (Gilliat-Smith, 2001; Déring, 2009; White, 2001 ) - SR RNEIFIVAR, @ H RAVE S
a0 (S ABRSE Y » ARG S RS thHRS (hyperlinks ) S#f5 = HE H - Beitzel » Jensen
Chowdhury » Grossman Ei Frieder (2004; 2007 ) s3M1¥=ss [8&RE T HEE (query logs ) @ Fi%
PR E Ry G U A3yt » SR ERAER A S BE F YA = A Ry L1 ~ 1R ~ T 4% - Jansen
Spink Ed Tefko (2000 ) RfFEEEBIAIBINY 73 & —RYEEFIH H Bl {438 EAHREA © Chau ~ Fang Ed Yang

(2007) Z3tr—(EA AR S S (B HEE - KSR R A FHAYEEIRT 100 44 (R 54
a2 S A 46 fEH A ) » EE DL EESIRPERRAER o (RS SRR I ASE e
HlZ N B AT DU S G A2+ 8RR A B AR A A SRR IR -

ZEREEEEE (World Wide Web Consortium, W3C) fxF42H! PICS (Platform for Internet
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Content Selection ) HY#&H] (Resnick & Miller, 1996 ) » {52445 (labels) /EEMHEENBFIIREEL
K (Metadata ) » HIfE HFRHEE AN E A BEIBIBHEE - BT E NS © Lee ~ Hui Bd
Fong (2002) HEFHELG 11%HUHEE AR PICS £ - MESINZA 3 #ith e (Internet Content
Rating Association, ICRA ) EEfiA PICS | - $RHI—EPIAHIAYRAE - EHRER - 1 - 298
AHIFES (profanity ) Bl &AL - BEBAIANA RIS - v DUE & AR A H FR
(self-regulation ) FEZC ¥ FERYFELE (Machill, Hart, & Kaltenhéuser, 2002 ) - #XJfj » Lee Eil Luh
(2008 )3 1 ESE o S EERA (L BHE0G - FELE S 4%REuLHH ] ICRA A4 - Hth m] % -
S HERE ARSI A7 ICRA 2 2010 £ 10 H » (KU MRS B2 OS2I B S48k -
T - NSRS A A (Internet Censorship ) FFHAHENS K H AR #HI A A HOE TR W £
BH13: (Leberknight, Chiang, & Wong, 2012a, 2012b; Rosenberg, 2001 ) » #ER&{E by —FH A R (H I
FEHTHETERNEE ST - AT EEMA R TR - ] LA ERE R - [HRNE I ReE s
B E TR AR A TR AE S YRR 22 - IR - RS ARy A - oy R 2 4
EREER] ~ EEMENL - NENELLEE o By TPIETE A F R s - DU RE R LS
FERRAYE & - FEIFNE 7 AHRREERIR GRS B - 55 138 1 5 B (R EL 5 5 H Hey Z R ES
a3 (Akdeniz, 2010; Weitzner, 2007 ) - S/ 8 & AR AUARYE - T ERBEBUFRS R -
HREC A BURNEGR « REIATEIC 2000 5 Tl s HEPR RS fR7€75 %< , (Children’s Internet
Protection Act; CIPA) » SRSkl E 8H U H 2SS IR IR IRES - B R s g & E R
ENE - BHINREERR AR TR SUEE » 5 R EREEE —BIEEN S inE hE
FIERERERGR 882K » RBIBFS EmiE e il a8 hy + [ 2 B 2 7 50 A St R i 8 S ik
Pe3R (collection decision ) #ilE » HAREI =i E MR (ALA Intellectual Freedom Committee,
2000; Bell, 2000; Laughlin 2002; FRACET » 2002; B=ERIIE © B=EGE > 2004 ) o PEIREIEEE
TS IR PN IR E TR ARG - A0SR E & Er s e
RS+ DUSBS AT 1@ R Bl 2 R B sg 28 » S e 35 A DR WP e e B URE My A B i £ 1
faaE - KA UHRARY B -

R DUEFT » AT SRR A 2 PO AT ARG » A R A BT
R - B L T TR R AT - R+ AT L B A B e R
SURHAE T 2B -

M BREREY

M ER R (Web Mining ) J2—FIHEFI BRI BRIPAIENT - (EHE H BRI ARRAIRT 72
G (Etzioni, 1996) » g {EbTFE AR n] DLy ieditt A2 PRH) (web content mining ) ~
ERATEABIRID (web structure mining ) Bl FHTT Rl (web usage mining) —fy-Gisk -
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Hrp o M A ERESH R EIANE - WEXT 28 HEFFEE TERHRR) MR
SREDPRES R L S IRGH  oiE B H L AR TR 0% 5 NS OE T T R iR B RIZ 1L
5 FHRC S A 2 Bl A BT TR B R -

LURSORREARR SRR R D A FE YA S0 BRI RIS A 2R vk - Sl
EHREEEERANR 1 -

F 1 U B A R I 0 1) Pe e R B

Tk E SRR B2 k2
MRS AT L 325 (text) LAREEEREY | FESTRAMKE
(web content mining) 2. #H (image) 0 SR - SR R -
3. iRER (video) 2. WA ATINEERE 2. SR LS T T
4. KA (title) /NEEREERIE - = GIEZIOEN SN/
5. @4k (URL) 3B ATREES BLEERR -
HIF - HRTURRERH 3. K2t
flH - (4n = BRI A
W) BEERGERA -
MR AERE TR 1. #8HAE (hyperlinks ) LSERE AT AT DR LB E EE RN A S
('web structure mining ) 2. ZFEEER} (Metadata ) H T FER BT o LB
3. @R EHASCT (image tooltip) 2. BWEFEIREIE LN 2. A S HREMEMBH
B EH % HEERHEER
E o
RO TR ERE 1. E#HEE (query logs) L EITRIBEEEA— 1 TR TSR
(web usage mining) 2. BHEEZRL (click-through data) — EFRFIERF - TTLUEE  HUEEF » SREERH
PR TEAK o & -

2 RIS 2. 17 B 2 B R 2 5 Y
B BEROEEE 13 HARERORE

5 - HEFE -
TREAERED
RIS HTRIAE > 25 ERIIATT
— XF21

i iR B S FoT » IR SCF &R/ » H M E NS R I s S Y
KEJE - BEOHIE SRS ILYE - W KRS E R a8 HERNAE
KRR - R EH S @Rk iR e - HEEAFIALR - S B UG E HF
FRECEBOR A D) » (BRI R G OB R _ERFIET » R S R AR PRI R » B4 - 7 (sex)
i (PR SRR B B SR - FT DA R iR 7 - ([EALEA SR ERESE
FIHEGE AR B - AHU - R (breast) EfHBHSE T » €A B FLAERYN AL -

Caulkins ~ Ding » Duncan ~ Krishnan Eil Nyberg (2006 ) £ Hi#f e =40 55808 /57 (Filtering
by Statistical Classification, FSC ) » 73 #T#8 RS CFAIA » K SR R SE R S (a2
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FIFZ B HO TR - SHRFEF R SRE R EEA OEAANRE -

Lee £l Luh (2007; 2008 ) S3HEHASCTZ - SERHEER A @S HA (pom tendency ) -
RIGE R RITROE R BRI 7k - SRR EEE A IS E1E (indicator value ) - 1R
BE BB o sl ~ AR B JE S =485! - Lee ~ Luh Bl Yang (2008) £:fYiE
5% - et —fE P AR R IR I (early decision making heuristics ) » $¥f#x L RIIRFEH 53
RPN - AERTAEH R ERGIR T - SRl E A E MO T - ERERIREUR >
PIRgEAIAEE (title) FIRT 10%AVREHENE - HEBRAEIER . T - ATLGESIRERR -

BT TR E A - SEAAEIRE AL (Uniform Resource Locator, URL) » 4 FH3K &
TEFIBNE 7 23R8I (Ding, Chi, Deng, & Dong, 1999) « 2R —{EEHEAFAE —(HEE
IR (blacklist) H1 - HIRZHEHERI A K EHIEAE 5 A - ANSRANE B B ARG AL
yIERh - QR E NS IR RET -

Baykan » Henzinger ~ Marian il Weber (2009 ) $iH} - fihil sl ] B g B R B 502 - 1
ALk Ry R 7 R P81 - ARBRARIRS Er R RS AT R D) B 263 5% (token) » 5&
LA AR I & - FEHSERF & B (Support Vector Machine, SVM) FIR{S IR 2 4HzS -
AJDUAGERGEE B2 SRR (adult) HEEFER] -

Ma (2008 ) fHEEEEL R Ef - FIEEmHSHEES (neural network) i fRifEiG2s (string
encoder) HYJ53k » o> — gL AR TG E - SO LT SOR B ARG R
o FTEAMEERIE - TR R - R SRR ERIRIRREDE -

Zhang » Qin B Yang (2006 ) HgHRgHE Ky ELREATERIE T » SEREghE 2R 2
Al ECHTRARE (n-gram ) 51 - IRERE B RS B2 RO BRANR— i 0 JE s - BBk AR
ML R R T AEHER SR H b - SSEARE - P HEAR LA TR G 2%
AJ U E AT AR R o
— - ®EDm

TEFIETRAERE 2 S R B - S AT inE 2 50 3 Bl FH s e R B s i T
et R mlEE P o AR E b s E P R B A S A Ry B SRR -

e R B RS EE <A (Hammami, Tsishkou, & Chen, 2004; Kelly, Donnellan,
& Molloy, 2008; Lee, Kuo, Chung, & Chen, 2007; Mofaddel, & Sadek, 2010; Wu, Zuo, Hu, Zhu, &
Li, 2008; Zhu, Wu, Cheng, & Wu, 2004; Zuo, Hu, & Wu, 2010) » $H & Fr Ay e HEE A B Rz fs
EEBEA BRI » A8 H SR HREE TR - PRSI R P BB 2R S IR - FRE TS e Fr
HIERMOE AR (pattern recognition ) « JERAAIRY AT 51k » (RERAIR —IRE F A s L]
MR ESE - FoRATRERINRER - AR s r e CIBE - (HEEREA Z BE I
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VKEIGERGRF] - bR 17 BBt - JEARY L (shape features) HHAHE & AL HIFIE I
to&E F ( Drimbarean, Corcoran, Cuic, & Buzuloiu, 2001 ) -

Deselaers ~ Pimenidis il Hey (2008 ) FEAFERIREHEFE (texture feature ) » FEH A F
SSBUH (Bag-of-Visual-Words Model) + 420 R IR HEATRF B + ABEITIS
SRR - AR RGBT S

Arentz B Olstad (2004) HIAS[EIFR—fi il a2 |a 50 BT —5ReE
G E MR - FIPRIOREZRE Fr i & IS AR RENE - FRE R AR (LA
o FEtA SRR E - SR s E R Y -

Lienhart B Hauke (2009 ) ¥R EAEEE ST (Probabilistic Latent Semantic Analysis,
PLSA) HYEEERAY (topic model) - FEMIFEEUEE Fro0HH b - ATLGEEIANSERIHEERSCR - 1
HEBFISRAEIRARD -

Li~ Xiong » Wu » Hu » Maybank B Yan (2015) $2H—{E{EE AN 2 T #1278 (context-
aware multi-instance learning ) JH& % » SEHFERIES (random walk ) By = FEEGE GAUATUT
IR ARREENI SRR (Fuzzy Support Vector Machine, FSVM) f {345 -
R IE A s G,
= /D

miafl (video) J2H—H ARV EARRAVENRE IR - HHl e S Z A AENE 8@
HIB R IR GENE (frame) FHEUHIZKE - B2 BRI FIET - A0 —E LIRS
BB R E R - HIRZw AR RS Y A 4

Kim + Kwon + Kim B2 Choi (2008 ) jRFiENYIEIE A EIAE - ARERBLE Fri B sEa L »
REREIREFE - SR —EEHEUE 7R B Frakn] - AR SRR L B AU 75 R
IE Frikds © Lee ~ Shim B Kim (2009) $&H—{lf & g =R 28 AR A S fro-
S5 WABLTE AR Chash) HOTIOTSTI - 55— BEERUR L BIRE ORS00 » 26
e 5 T EIRE IS BTN - Akbulut » Patlar + Bayrak » Mendi » Hanna (2012) HH
15— AR b - MRS TR IR 1] » SRR FARE RS T X450 (Hidden Markov
Model, HMM) #iiiaRs3 %8 - P LA Bl gg (g v

Jansohn ~ Ulges E# Breuel (2009) $2HEI{FEEN (motion information ) #5557 e
umiERor $RIE - SEFIFE IS Fr{H#l - Xing ~ Liang » Cheng » Dang il Huang (2011) $&iH
SafeVchat SR - $HEHERRFEMIRENIRES » FEZ AR BN E R RERERY KRR A - A
A S e A IR NN ET TR -

Wang ~ Li » Hu Bl Wu (2011) $2HHERBER ~ B (audio) BATSK (emotion) RifziHy
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% EH1E3E (Multiple-instance Learning ) J5i% » FZRIEHIE P E SRS R -

Li ~ Huo ~ Jin B Xu (2016) ¥} MediaEval 2015 £ JJ& F&REE » H#—PE F4ER
HLEIMAE (blood) ~ #8 (gun) ~ 5#3H (force) ~ JETC (death) » 2§ (weapon ) » #iZL (rope)
I (fight) ~ B2 Chit) ~ #lFF (bind ) EERHEHE (aim) F 10 fil/NE - SRE&FIFH IS L6 BT
HYE ARG Z= T E ISR -

PR PR e

WEHABREE T 258« Al ESHE A REEBEAIAZ - BT REE S rE A E
WA RTREM: » ] DIEREURRE DL B ae s & AIEr - B AR fI M EN NS
KB 4E - B R ENSC USRS DI - BB T R ERR AR o

WA AR EBEEEREEE - ARSI W R sl T LR 8

SRR » BRI SRR - RS IEIETE - BRSPS T B R S
A -
BB HE IR ERED

R o AT A 2 A A B B SOt » B R RS R AR DR BA % » ARIRE RS R
5] X A] 43 s 8 B ST 58 S (intra-document hyperlinks ) B¢ 2 H8 E [ H 45 (inter-document
hyperlinks ) « 7EANE I AHE H o BB IEAIEH 9T b - ASHSPREDAY B8 5 B 5 o & -
[ T I MTHIRRAK -

Ho Eil Watters (2004; 2005 ) FArZ8 i (oG H Lb—ed H - SrREZHEREHIE s -
ERIEL » e A RIS T s e — M FEHIE Y » FI I BAWRARI] (Association Rules) FITH K53
¥ (Bayesian Classification) WYJji% » JESAEEOERME -

Chau Eil Chen (2008) i HFRIREAI A BLERS R BRIV RF R S - IMEAEE T HEE
FERRRSR R - DU A ThEREETAY TF-IDF (Term Frequency - Inverse Document Frequency )
BUERIIRE - SRR O ISR E B JMERS (outgoing links ) ~ 45 7 %Y H Y PELES

(incoming inks ) ~ 15[ [A]—flEHERGHY SLAERS (sibling links ) & —ASHREREAYAY [F]AR Rl &
LB - B TR EBEESR - AIDENNRNEEZSEE L - BT E RS -

Lee ~ Hui B2 Fong (2002; 2003; 2005) {EFIHRNTEH AT IRE - P& IR tIE R &
TR THEERNAAS B ENEHL  #H R R BB (keywords ) M ( description)
o DU AR sy (image toolkit) » ZEMEHE HIVRF AR - IRRE M F RIS
B o AE FAHRRER (Self-Organizing Maps ) FIfR] F # fE Mk MR (Fuzzy Adaptive
Resonance Theory) » FHEERASEFAURERE - iR AIACERIGE H SO RE - RIS E 2 58
N EAEE IR
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Agarwal ~ Liu B Zhang (2006 ) {EAN [FIE A FERHE HRA ALiEAghL » 534550 (anchor
text) FIFRAIAYHERS « B FrAlEiiscy - B0 - BEEER - WEIESE - ERSAR A SRR
A A FPRIER RS RE 2 - EER SRR RS S ARSI A B R fe T H 412
S -

Hammami ~ Chahir £ Chen ( 2003; 2006 ) $£H, Web Guard 24848 » 555 SCFERNB T
RS MBS A S REBA AT » [RIRF PSR L BURSHS - A& CAE B AR rsEsi s
RS PSR EE - M ERREER RS - FIfEaE R TS RS a
AR R - AR BRI - BRI SR -

Lee B Luh (2008 ) &It EHE H AR =R LBl & A ARESS - YD BRI -
HEHRLE - EFREAENRS (hub) R BEE - BEASREUEHEMbE A E
A G EMA N TIEEE - v LDHRESCEH B aRIMERAH -

Guermazi ~ Hammami B Hamadou (2007; 2008) #1¥}4E R TARNHEE » FEHEAE
R TR o R ER G E gL R - EAA T~ BNERTRE R
S5 ST LR T B0 ko A S AT AR BRSO Decision Trees -
BRSO & AT V7AW DUE S A SUR -

— KA - HERS SIS PR ED R B R AR AR M S RE TR AN FERVRIIRZ & » nT LRSS 7
M — P ERTHE E S BRI - I A SE ZA9TEAE EAR o BREEHIE RS 3 i s B
A - i AR N SR B EIEIE T - IS HB 2 EREE{S (error propagation ) »
HEERAEERE -

T EERITRIRED

TR ATHRERBE BT IR Ry TIEISAR IR ER - A7 HGHEIS A7 T 38 S FEHEL
HEA—ERE - HRIT R PRI SR R O AT RACERE - MR EHERAE
SITRIRTHRZ T » AT T RfC SR AE A 7 G EL e -

Szummer B Craswell (2009) s ] # fE48 50 20U 2REA (queries) NIRSERAUIE =S
S R EERE (click graph) - [ EAY—EEIBEAR LR EE S =R
— RS FTREL I S R A A A A B R - NG (AR T R 3B - iR e s
=R B T R EBRRE R - R RER AT DU S o A B R ey I e e

o I TP A i Y 72U B i =i (2t B - RN ARYEENFR K - L
AR A GRS - B = [ ar i A R T - PoEEEE e 7 R EE iR
HIREHE - IR PRR BB fR O E N E - EEENECRAERE - B DR EE A
AR AN - R RS E AR (tagging) HYPTRENE -

BEEBHEGANE 43 (2) : 35 - 52 (R—OEF+AH) 41



Lee £ Chen (2011b; 2012) Z34ft MSN =75 Sy &30 HEEAE - JetiB I ERA S #
=R AR - ARREGE L AR R R B AL - BRI EE (majority voting ) » 3
SRBUFIME(E (threshold) AUMGENIHL - MR FHGREILFIRE - HOEHEEEAEERIT R
ML - FEHERRREI S AT DI SR E RS (IR » 2D » Lee B Chen (2011a) g4
TEMGEEBRANGHE 8 - UL FOR ARV & - ARBE R R E R AR /T
& (Lee & Luh, 2008) - FIEF—{eiight @ SHamOEREE - MRS Lsignt e —ER A H
o R s R -

R T E S PR A - B EE P DU B As L 5 EL g AL
BAEHEEE R A AP HGEAIRE H & 5 (bookmark ) » B 3 LA H A A Fh Y E RS E 21 S
HAMEFF T RERY T2 B el I et B T R AR AR YRR R (click-through data) »
e HEBENIT & G e el =y (AR -

Lee ~ Juan ~ Chen Fil Tseng (2013) #REZE#EEEHYL (Trend Micro ) fEHtAYELEREHR » /347
— BT AL A S —E H 0 RS A AR AYEE RS AU BB A AR MR
i e FREREE (Conditional Random Field, CRF ) #2327k » FHEIHEHEFERIBT A @A AT
TR - R 83 HE AU RS - Horh 0 O HAE AR - S Eh

(abortion) ~ WFEELFAEL (alcohol/tobacco) ~ FEIEETS (illegal affairs) ~ 355, (drugs ) ~ BE{H

(gambling ) ~ XJiifi (marijuana) > 1% (pornography ) - FJJEFE KR (violence/racism)
F1u2% (weapons ) ° Lee ~ Juan ~ Tseng » Chen EH Tseng (2015) /3475 KRRy EABLIEREH] »
B —T—EH A TRE R P AUMEESBIETT Ry 12— 8% & B3 R AT AR AU A TH AR

(Top-Level Domain, TLD ) f&{-#8RAVE-E A (aggregation model ) » > 83 FaiiE 84871 »
CE R T RE M THIR AR R e - BB SR L BiTR A FEEDE A 50 &, & e B e ) -

BRSO - MRS BE I TR IRENEELE BB TR IR - AR E
A DR RS R FIBTRE TER - HABSIHA AT AR - 17 R pml i R Ay
FHEEE o AN - AHER TR E ARG - 1T R TR E R A WIE T EE o {B0ERE
HIT IR © E BT R N BB EE ORIy - IREEHET - 5350 - R R &R
FEREERS - HAVHAEEEORBEHAERE -

BEIET
FERF RS BER T R R - BRI T -
fE—FIBT

WA I BRI E (A T Fea - T TR R e B 21 2 TR Ty 28
JRREES - FIHREARREE iR R RSN O IEH H AU - AERERY S IR
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WERRWER - 55— )7 - IR ERMHE AN E AR I - AR B R e =
7352 (Supervised learning) B S) o LK - HalUit B RHGE - s LRI
BN ZIC - PAGHBEF 2577 ~ MRS « ZMWHY BRI A S - SRk B Rb
RIPEEAZ TTASE R -

539N - (EBTEARE - R A — el - BRI 2 B S - WTFCRRREN
G - W ER R R ELREA TR - BIAN SO AT RIS T LRI AR AT S R B AR
FRMETENA R LR L% - A BIAE AR EREUT - ARERRE S B RSB -
Z U RIS A n] DO RAE » (ERIRF R 22 E B IR S e -
IERFRERIENRE

SO AW ER R BB R RN A BIENREAER » R A AR A 2R 2
B — [ Py A AU AR RR I > AR - BE R R QR R i S e - R R R AR
(bandwidth ) FIESREYNUHEBEAEE (latency ) » BHRERIBIER AT DUELEAERE RS L Roiflik - 40
AR ENRERI N ARF - AR E RS s R N E R T Ry - A RRAa S 2R -

BESh - s ZSEMEN TR AR A E i R i R BRI R - AAIRAE R O E S
HRANEAFNAEEEPGER - BRI EMERSE S IGEEAEA - IR EERIE NS
B - (RSN LRI T - B A e AT E A E AR -
ST A B LA B 20 AN B I A S - (R = B RRAIEER BRI T - S E S R
AR R ©

RIRPEE

RERHIWFFTHRE - Ag I fE Ll N T ES
SEREERTANERES

RNEANREESENE FENETTEFHER (Adversarial Information Retrieval ) &4
HEMHENAE » HENERNE LI RERS - RS FIEET - (12 » [N BRI
HERUELE: - Al A DIHEAENEWE R - WE ZBIFEERCE N » B S TRYE
% - WA NHESEEERIANA E85 720 - Mk - MEuERASTESESE A DO
IEEHESRE] - EyEik g AR ERE Bl - SErTREREZ N E AT - LHE R
BT R -

[EEFEEAE FAE - KBHEEANSFIUERE (intent) » FTDUNE NEIFEA

BE o S HEEANT K - B EREE RN L REENEIIES - NES

IR L B AERR BN - Pl eI R 3% - B0 R S EE B HE R A% - 40
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R EIT RANA A THIE - SEMEIRERYEML  SEEIAE A RSAEIE IR - aE—
EfE ISR RE R i) -
FETSHAETEIR

MRS FHCEZ R - S ARF 2R ERREEE -5 - B4 : Facebook jit f#ifghh ~ Line
RIRRF E AR i 5 - AE5E LV LR PUE I A A BR 6% - TR AL A it 28 1% ( social network )
JBIRFE B R IE PARRER R - AEELE 5 RIS B A E R - B E
BATAGEREANEITR > Sl EANAERI A AR B e - R e — S Pk e -

==
j(fm f=T=]
fed] =5 £ 50 FH R R R R PR S TR EY NS RIS A B e DR SRS -+ e 25 B ] AR E R 2t
B AR AN A B P L RE A A AR R R R i S D ek B A A A
S8 By Hl e AR Y B RS HE -

ASCHERE S PRENTEEE YA - SRS A B AR E BRI - B B
OBRERES - BT e e 58S - AR AL PR » AR TRERINTFE T - Ak
ST T AR R e P A R B B Bl I s 25 0k

e
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[ Abstract]

With the proliferation of the Internet, the Web has become the largest accessible repository of
information. Increasingly more objectionable web content, such as pornography, gambling, violence,
drug, racism, horror, obscene or offensive content, and so on can be accessed easily. Based on child
protection considerations, web content rating has been regarded as an important issue. In libraries, the
use of Internet filtering software depends on collection decision. Librarians have the rights to provide
selected information for their readers. To understand techniques behind a filtering software and its
influences will be noticeable concerns for making the decision. Hence, from web mining perspectives,
this paper investigates research studies on objectionable web content filtering in recent decades,
induces the development trends, and suggests the possible research directions in the future. The hope
is such survey can be a supplementary reference for development and implementation of

objectionable web content filtering software.

[Long Abstract]

Introduction

The web has become the largest accessible repository of information with the proliferation of the
Internet. Objectionable web content, such as pornography, gambling, violence, and drugs, may cause
disapproval, or protest during users’ web surfing. The PICS (Platform for Internet Content Selection)
specification was proposed by W3C (World Wide Web Consortium) to request content providers to

associate their content with appropriate labels. Among several self-rating mechanisms that have been
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built on PICS, the labeling system promoted by the ICRA (Internet Content Rating Association) is a
popular one. Nevertheless, empirical evaluations have found that only about 10% of web content used
these labels. Thus, the self-rating labeling mechanism still has a long way to go because objectionable
content providers rarely fulfill this requirement to avoid being filtered easily.

Controlling access to the Internet through filtering has been increasingly recognized as a mandatory
response to address the issue of inappropriate materials. Filtering spreading, objectionable web content
also has attracted intensive attention to protecting children or anyone else from inappropriate materials.
Users usually issue queries to search engines and click search results to meet their various information
needs. Many searchers, especially children without adult supervision, however, do not expect to have
sexually explicit content included in their results. Google’s SafeSearch filter provides searchers with the
ability to configure the browser settings to prevent objectionable content from appearing in search
results. Nevertheless, objectionable-content providers can improve their content visibility to avoid being
filtered, so keeping the filters as up to date as possible is a challenging issue with rapidly changing web.

From technical perspectives, objectionable web content filtering is a research topic of adversarial
information retrieval. The content providers do their best to make their objectionable web content to be
accessible as easy as possible. The filtering software focuses on detecting and identifying objectionable
content categories automatically for blocking information accesses. Adversarial characteristics exist
between each other. How to defeat the opposite side and achieve individual access purposes are main
research objectives.

In libraries, the use of Internet filtering software depends on collection decision. Librarians have the
rights to provide selected information for their readers. To understand techniques behind a filtering
software and its influences will be noticeable concerns for making the decision.

Hence, in this paper, we investigate research studies on objectionable web content filtering from web
mining perspectives to understand this important issue. The hope is such survey can be a supplementary

reference for development and implementation of objectionable web content filtering software.

Research Survey

Web mining is the application of data mining techniques to discover data patterns from the World
Wide Web. Web mining can be divided into three types: (1) Web Content Mining: the mining, extraction,
and integration of useful data, information, and knowledge from the web page content. (2) Web Structure
Mining: to use graph theories to analyze the node and connection structures of a web site. (3) Web Usage
Mining: to discover interesting usage patterns from web data for understanding the needs of information

acCesses.
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From the viewpoint of web content mining, traditional filtering techniques regard objectionable access
identification as a categorization problem through content analysis, that is, crawling the content of URLs
and analyzing the texts, images, video clips, and films by machine learning to distinguish normal web
pages from objectionable ones. The keyword matching and filtering method intuitionally rejects any
requests for web pages whose total number of objectionable keywords exceeds a predefined threshold.
The major problem of this method is over-blocking, which results in blocking accesses to normal web
content. Intelligent content analysis approaches attempt to understand the context in which
discriminative features appear and make a classification decision. Overall, the strength of intelligent
content analysis lies in its superior accuracy, but comparatively more training time and human
intervention are needed for the claimed performance.

From the viewpoint of web structure mining, the hyperlinks, metadata, and images tooltips of
objectionable content are included to enhance the categorization performance of intelligent content
analysis. Web structure mining is usually cooperated with content mining rather than being adopted
solely. Through structure mining, more potential candidates of objectionable content can be founded, but
the weakness is error propagation problem when an incorrect classification is caused by content analysis.

From the viewpoint of web usage mining, users’ search behaviors have been explored and found that
the top-1 category in terms of popularity in information accesses is pornography. In addition to retrieving
pornographic web content with search engines, users may access other kinds of objectionable web
content relating to gambling, violence, and drugs. In practices, users have many alternatives to access
web content, such as inputting the requested URLs into browsers directly, selecting specific bookmarks
and accessing out-links within web pages. Besides searches and clicks, as manifested in sever-side query
logs, click-through data that keep users’ browsing behaviors on the client side may provide more
information during real-life web surfing. Usage mining approaches have the advantage of consuming
relatively fewer computational resources comparing with content and structure mining methods.
However, the usage patterns are difficult to obtain due to insufficient users’ intents and the limitations of

behavioral data.

Research Trends and Challenges

We summarize the research trends of investigated studies following with the timeline. Two trends are
induced: (1) from Single to Diverse: the main objectionable category is pornography in terms of
popularity in information access. Recently, multiple objectionable categories consist of gambling,
violence, and so on, are regarded as identified and filtered targets. Moreover, in addition to the single

technique being used in this research topic, hybrid method integrated diverse techniques are used to

o]
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enhance the filtering performance. (2) from Static to Dynamic: in the earlier studies, traditional filtering
techniques regard this research problem as categorization with static data. However, how to follow the
changing trails of objectionable websites and maintain steady filtering performance is a challenging
issue. In recent studies, behavioral mining approach is adopted to explore usage intents for keeping up

with the dynamical variants of objectionable web content from users’ perspectives.

We also suggest two possible research directions in the future. (1) Intent-driven content filtering: If
users do not have information needs of accessing such objectionable content, the category of
objectionable web content does not matter anymore. Starting from users’ intents, how to integrate
content and structure mining techniques to analyze users’ clicked URLs and their content, and then keep
up with dynamic changes of objectionable content to maintain steady performance that is a worthy of
study to reflect adversarial natures. (2) Objectionable content filtering on the social media platforms: in
recent years, social media platforms (e.g., Facebook and Line) are important information communication
channels. Users are grouped into different social networks through friend relationships. In individual
networks, users may distribute objectionable content or instant messages on such closed groups. How to

identify and filter objectionable content in social media platforms will be a challenging research issue.

Conclusions

Automatically identifying the widespread objectionable web content, such as pornography, gambling,
violence and drugs, is an important task for protecting children or anyone else from inappropriate
materials during their web surfing. This paper investigates research studies on objectionable web content
filtering in recent decades, induces the development trends, and suggests the possible research directions
in the future. In libraries, how to use the Internet filtering software is a collection decision issue. We
hope this survey can be a supplementary reference for development and implementation of objectionable

web content filtering software.

[Romanization of Chinese references is offered in the paper.]
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