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Abstract

With the rapid development of IoT, the security of IoT is a new topic of information. The secure
data stream of IoT requires the characteristics of operation fast, well efficiency, and that is just the
advantage of stream cipher. The stream cipher is used for the security in real time communications,
and it matches the requirement of the security of secure data stream of loT. The outputs of chaotic
system are highly related with the initial value, high randomness, and high efficiency. It is able to
apply to cryptography. Recently the applications of chaotic theorem have been highlighted to
enhance the security of stream cipher. In this paper, we combine 1-dementional chaotic systems with
other basic elements of stream cipher and construct a hybrid chaotic stream cipher, to promote the
period length, randomness, and the linear complexity of the output. After the implementation of
stream cipher by Matlab, the output of the cipher will be examined via FIPS PUB 140-1 as well as
NIST SP 800 for the randomness. For the test of FIPS PUB 140-1, all the pass rates of the proposed
keystream generator are 100%. For the pass rates of NIST SP800-22, the proposed keystream
generators is at least 92%. Besides, the proposed the hybrid chaotic based algorithm will be realized
in the [oT platform Raspberry Pi for the security in [oT communication and wireless communication

practically. From our implementation, the decrypted data is identical to the transmitted data correctly.

Keywords: 10T, secure data stream, chaos system
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