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ABSTRACT

In the era of big data in the Internet, various factors, whether intentional or
accidental, have led to valuable information being damaged, altered, or stolen.
Therefore, ensuring the correctness of identities in various activities or information
transactions, the security of their content and results, as well as the mutual
non-repudiation and accountability of tracing or real-time auditing in the future, are
the primary tasks of information security in the big data network era. Due to the
decentralized and distributed architecture of public blockchains, which possess
immutability and transparency, the network nodes can supervise each other through
consensus protocols, thereby achieving data trustworthiness.

However, due to the high transaction fees (miner fees) and the low transaction
per second (TPS) of blockchains, a large amount of information cannot be attested on
the blockchain. Therefore, this dissertation adopts the transaction positioned Merkle
tree (tp-Merkle tree) [ 83, 97, 98, 100] proposed by Hwang et al. as the foundational
technology for evidence preservation. After conducting general performance tests on
the tp-Merkle Tree, the author chose two representative scenarios for in-depth
research.

The first study proposes an architecture for real-time auditing of the integrity of
cloud service runtime environments. This can not only prevent accidents caused by
attacks, tampering, or damage to the execution environment but also detect in

real-time whether the system is under attack, being tampered with, has lost files, or



has been implanted with malicious software, such as computer viruses or Trojan
horses.

The second study simulates how to implement an automatic payment and
complaint compensation mechanism based on public blockchains and tp-Merkle trees
in real human scenarios. The results demonstrate that the evidence preservation
technology using tp-Merkle tree can completely solve trust issues in the scenario and
is not limited by the performance bottleneck of public blockchains.

In conclusion, these researches provide a concrete and effective method that
combines tp-Merkle trees with public blockchains to manage and deal with the
challenges of information security in the big data network era. These methods are not

only practical but they also overcome the limitations of public blockchain.

Keywords: public blockchain, smart contract, decentralized data attestation, tp-Merkle
tree, cloud computing, cloud auditing, decentralized auditing, blockchain
based automatic reward
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(blockchain trilemma ) [61] =F° 48 > » )T%{ri ® & fv | (decentralization )~ =%

>4 (security) ~ T % av 4 (scalability) = FRZEFEL > AP F R

e

v

225 T2 vieh= & o 4@ 2 §F % B4 (private blockchain) %15 #1 #p

o

a

A ] gﬁ,flyw@ﬁ FfcprvEpcF o Y

" xM A EEES o @ 25 R H4a (public blockchain) » 4z s 3 5 H
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ER S N N U L SR P

R BRHEFEAIE DA gy TFad 2 &5 IGTPS T o

Blockchain
trilemma

Blockchain
trilemma

R oh L iF 2 g 7B R R

(A) 7 4& (B) =7 4&

W 2: %H4a= it (blockchain trilemma) 7+ & W
FlUt 0 2 RFHAARRRE R L P v enip i) e A i M A< <
SEEIRRTED b D I X B S T
- ~ % - BRF 3T LA E (transaction bandwidth) # &_-

Yo AT o PR ERE L AL BT AZE TIPS > 2 xR EF L £

|l

A 15TPS = 2§ ®olgsiend ¢ o V3 1% RIE 2P RFRER Y ¥
HUAE R % o F o Eie o G HRT LR RS kA H e R
BB LR T e 2 E B SH|h 0 B Raaad erg HEk
SRR AR TR B ¢ JE B A SRR AT

ATl e E T e FP 0 A EF NG PP RRRET H
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I

SRR S0F PHp

A e d T 45 44 (private blockchain) & T 83 g 44 , ( consortium

~=h

blockchain) X B2 5 4F 53 LR 3> 2 > F 40 F R 488 8

#

I

2P| 0 1SR ”“‘IL B PR R B 0 Blde @ PO*

PBFT » 2L 4 1752 35 [62, 63] ~ SE4s2 38 [64] % enid * » e

iﬂ“ﬁ?é_i o e {'i AN /ﬁ pm’]f’" NN ’}‘{i

[Akd
(dﬂ
AR
[N
(s

y
-
Tn
ki
=l
N
¥

R U] 0 R €N IS B ETe A Y o FER TR

FEH AL AT 51% T enh G A TR A - 0 G AR P

ke
Fﬂ
\,
)
3
IRy
7
e
b
8
7
e

FESEHRT RO SENERE ARG R
T 51%3T# & & 5N 1L ¥TPR 7232 (DDoS) sz # [65, 66] > Ik AE

B R HAB L KA TR AE (F

EF AR SRR RAM ) R g E L
PR L e o g H S BRI L R hE

BRME S S F ] 2 jekre bldeo L R L SRS 1T A

e

el £ U] F & T0GB =+ o il i "R T > R
Bfrm s e - BAZRAE - ARy RS T RSP E
(blockchain bloat ) [67] -

- BRI L ERRE
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BT AR HHAEY GG b e G kg w R R g
S e A SBEM e B ORE RS F T bl @
UTXO %o B » 2 % B A Ralba? g+ g 1 8§ 5 8-
% (1) 4B R4 E [68] 0 3 Zerocoin & * ;(2) CoinJoin [69] © 7
SharedCoins ~ Dark Wallet ~ CoinShuffle ~ Dash > PrivateSend # it
JoinMarket & * o fe B/ b A3 E 0 KA ¥ b B E om X

Vo &5 &7 B Dapp e B i AT - B AR ITEFT O A

\

PEEE AR RE R e ETAIE CBJIFT O NZE LY
F e EATAEEER ek FRELHG EFFE T W

,:“‘ ,?fbﬁ?),i:’?’;?f % F -

PRI RHLAD OV B PRI L
B - SN * mf“u,ﬁ A LL_@ %.‘ﬁq'_p c ‘;‘_Z‘r}i#&-i d J«&r’4c: % wam;}x =
BREORATUR>ET IV AR TR KA o A FFER

E o X TIEE YA R AR A EM GO E o L

‘Er
W
&
=%
L

el (e e Glde D R0 £ S S %E:}%;‘a;%":r, 3 42 85 % (Internet
of Thing » f§ #£ 10T) [70] # FRehic ffrshs « 4l 10 - % HE 2

POAHRREE T IRF I HAAR ARSI A FAE
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e NERAMTL G EBEARY o LIRS 1T o

Blde i I E R RBRFATIPE

‘-\F‘:\

T A B RE

\‘1

ﬁg
™
,d_m

M E LKMo R R FE e FA K § AR - 5
BTG BT S AH R RTER KB X gk S ik

g

Eo U IE S 4 R BRI O ROTH B & 5T o

%

o

AR RE LM T M o RA o d MRS £ RIE A el feaE o ok

BRI K RAREL LR blde BRI e T A8 F o L5
ifa ERAOLARHE A FE o BmE R 2 A F R T R LG

R0 e R A R R R R e R ILE
BEFFABEART

AN b o HHER P B G AL F R AL T e B

S e RA RS FAE G AR > B TR HAEIE, ?

ST AR E T M AR TG R R
B R AR i BT AR R R EITEA L SR ?

ok R Piken - B £ £ EERILIE A TR, 21

Yok R SR AT T AR FUAZEAF Y AT EFEFEL 9

S

e

ZF @25 T2 %5 e & (quadri-lemma) R 487 72 Q
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1.3.4 p#s 4 enfai ke d A
EEILfRA- D G R BuABAE B2 }i)jfuél?p Vg R ey B end B RAL 340 &
AEFABPA I - FEHEFRL AT 2REZ - BR2ATORSLE
- 4L % layer one scaling solutione ¥ — i = ;2 £ 487 KyF 7 - 44T ha 44
®*4AT EIF RS A R HLARIE R b g B AL S layer two scaling solution [61] o
R B A Nt =TS
- ~ Layer one scaling solution
1~ e £ R HrRanE BE > NE i I R BA S U 4
TPS o 1t fdFskeng 1 F 25 4 B3 % @ > 4o IOTA ~ HashGraph -
g Tagds &3 0 4o Algorand 5g 48 7% 5 2 - [62-64] e L7 & &

Bfp o WHF KR BRAG L S A RAFRA LR HIR

2 i % (sharding) [71] ; #F M AdAs & S B2 B i T A

(shard)» & {738 i% »

\\\?{r

BnFHrLg s IR AR b Ty
PRI G T o B AR TPS AL B T AN
2. TPS e o fe £.5 7 f2:4- double spending e 42 » %27 & et

Q}ﬁ;/\ﬁa %P\?’Fﬂl—/w\uJa ’/ ??F/ - K:'*Z‘j'P\’:'Sha.rd‘f‘r"FI

‘mL

A-FHLEA O FALIR (AR ZREHIEAIER

- BN LR AR - B IAS 2P AR TAR
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Fi b NEZAEL CH?P DT AL PR ok REASE
FRA TR ERE I PH T kIS 51%s T AT .

~ Layer two scaling solution

Bl ABSNPES AR S L R ARG LB o AT IE Y - S

KAv BB B A BEAEP S BP0 P G RN (%

WL 4o T

1 ~ iRld& (side-chain) i [72] -+ b A % @33 6 F sith
SRS BHE RHMAAILE SRR 1 g
Aot A RaEBFFa 3R IEFHLREy 2@
Foebo 3 nd FARL L B8Rl - BRI B
Boenfeih B 3 Redda b 8 0 fE 5 42 (anchoring) - i&fd
DR A R SRR S L R AR s 2
TERIYEHRET HRED Ry iR B AL - KR
£gF 3R o P v BlockChain Security Inc. ( % 3fts o &) [73] & *
AR REF T FE
¥ ebow 5 i) en Mrelay-based | ehipl4adt jis> 4 BTC-relay [74] -

Rootstock [75] » # «R¢ 3E >t % & * 2-way peg ki ik 4] k 3 4p
e b B R e - 2 RG22 e relayer s ¥ - fAfLR

channel-based | #ipj4a s » 4o Lightning-network [76] ~ Raiden
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[77] 241" - g 3 2 H R AGEL T - Ry o
21T EP BB ¥ AL o (micropayment ) E g (T4ET P R g
PESAETE RO 52 L
® Lightning Network/Raiden Network : iz & A% fi 5 state channel
4TS kM g AR L R4 A B channel ¢ - 4y

TE X HER

+¢
Jull

T irhh o RSRBFEF LA B AL PR
- ¥ - A S E BN PR AR U] e 50 RSN B
D@ hub N e 2 o e §_hub & JFEPF %> 2 & _hub ¥ e
REE T Sy » mIZEWIIE T o Jp pFIF (T pF & - state channel
BB~ € )AL A B R o

® Plasma : 2 = # g4 4 Vitalik Buterin »+ 2017 & 8 * 11 p #% 4
Plasma ¢ & 3 [78] ° % &4d™ £ 4% T+ K3 1@ L &
WezEdy o o operator P FTE L Afo B L e JE LG
F| Plasma it & @ » &d g qpa & 8% & AR DGR
4% 3 double spending - R d H s 52 5 3% NE GO R o
H_Plasma 4-% 3 3 operator 7 R 4E > ¥ it &2 & NEBED
FIR AT e & Oangdp sl 3 U Sy T FaA (4 A3
S mass-exit) s e AP ehnian s - T g4 A o Ft Plasma

*)5 " TE F‘fﬁg :
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_E"l
ey
(B
A
42

|
=0

e

ot

-1

B Vi R S QR RIE 0 R B o

Plasma Cash: #] 7 Plasma e1f* 48 > 2k & + & ;= & * > #112 Vitalik
Buterin »+ 2018 & 3 * *%;x | Paris #% ! Plasma Cash [79] » i&&_
Plasma = Bl ko 5 7 fRi-m 2 % RABEREIREP 7 L (TH >

A& 2 e B eg 38 (denomination) &z N L& B o

PRAT & ER F R TG 2 S D e TR AR R
EIp € 5§ %% o Plasma Cash 7 ™ ¥ 3§ :

Gk 9
.;H- = FEE‘;':I'.

e

B 2 3N ¥ eng 38 (denomination) 72 27 s £ B o

B REEREREE LR TRREIE-

zk-rollups : # 4 } 4= Plasma % Plasma Cash — % » & % 3 erik %
LAREFI - BANEN AR AL HY PR EE
zk-SNARK [80] #* F 4wt P enpbjie % it > St & % 977 &
HLF o - BrriEpad FE 109 bytes F AR ®oH Y
(ECDSA #ci> % & it 64 bytes ~ receiver address 20 bytes ~ H ©

it 25 bytes) - e §_i¢ * zk-rollups ¥ & #-8 bytes 5 & 57 >

[~

sender % receiver F1 i § M & #7002 * % FFeaddresse e E_E

|

=

- @r’m 1< 3| sender HE F & ¥ L 2 i&H_® operator i *
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zk-SNARK == 2 2 4 proof (P /5% ) RiSMEHYANF

hl 4

(g

zk-SNARK sverification( V& & 2 )o-Pix &2 2 &

e §_AgaTHIEF F 24 hproof 2] o V iFE iE 4% proof &

e

CL AR EHIRE S5 Gas (44

E

500,000 Gas cost ) °
3 ~i& * batch compression & # %5 E#E x> BT 0 F R HAATHE
MEDFF Tk c xR 3 e P AR FHATHTHE -

® Microsoft Sidetree: :& %_Microsoft > & ¥t>> decentralized ID i&

s

B HDFE > ko B ek andici ID & * Merkle tree i&
7 batch compression 18 #-& {s cfe/% @301 F iR T Bl s

2 R kR E G E TP o & f iR {7 batch

A
“
&
=
>
}
3
A
N
&
¥
B
[
5

® Cryptoewerk Horizon : iz &_Connecting software = # #& 1! s %

GB# % A A qrSidetree (i HRE G HEFTAPEF 0 LT

78 ook > - 4
5&'{:’}1 ’ #\/Z«%\aﬁ] [E
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Se & 23 3 HBE P ch
M2 R 7% & g7 (National Institute of Standard and Technology -
AL NIST) »0 1977 £ ene 9 hhFa% 2= &8 2% 1 CIA triad> & "%
4+ ; (confidentiality ) ~ T = £+ | (integrity) ~ " ¥ * {4+, (availability) [81] - "
2 2R (International Telecommunication Union » & £ ITU) * X.800 &%
PR BT 2OTEE TP R0 3 %42 (confidentiality ) » = A2
(integrity )» # * {4 (availability ) - 4 ## ¥ 72 (authorization # #i access control ) »

442 (privacy) > #2272 7 F it (non-repudiation) % - & [82] -

MRS e E 2= & % CIA  (confidentiality ~ Integrity

Availability) &2 > & 2 5l 48m © o

H

=
p Y
NS
)
Ny
~=h

=)

MR EARE B % R 0 & fE A #%1E (authentication) > ¢ 2
® A aER

@ TEIBATHTID

o TENFHLE R

VR EREE T AL F 2 4 e (validity) -

S FEAR I ERELETROT P PR

!
i
-
=

H % > ep (security) o

ERNE o A P i I RNy B S - A F}T?‘Lt}‘ (accountability ) » #x
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R €8 X Bk P o1 i B S (auditability )e 2 ¢ & 2T E

BN P FERFHEGE. SO R T FRGE LA Bk 5

Toogooxa P enfEt o NN ITERE DI T R pPE T F—? 1+ > Hwang et al.

A3 Wl Qe figk ? LT FES- P
141383 % 2hFHSEL o L@ 2P 84

ofe A E F - St Wk BRBRFTHRGE AT EOR 2 o TV R
TOHRZ S F T RRTA L T Y s 3T AD I RSO kT A
Fr TR e PIEL Y § oo FIH L5 a8 Web3.0 b P

20 SN RHAAKGE D P BETE L R 1A ks o

ERhen b FSA T RAEFAE S RRARE P B 50 5 (HFE AR

BT RHh L R - T 2eg %i—g{:i W € ™ key-value pair RS ER

key 2o s B RFASES E > T LEBEE 0 G U 7 EE o value L&
FRAFHR o Bldet - £ E T oo

ﬁfc,rz%irfﬁﬂégrﬁ@,:ﬁ;;fmj LB 3 tHe z 2B (1) &R
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(deposites) (2) &3¢ (functions) (3) = % z4% (key-value pairs) -

A smart contract

Deposits Functions Records
$$ Function 1 Key-value pair 1
Function 2 Key-value pair 2
$S
55 Function n Ke [
y-value pair m

W3 MAPRFREHTIW

BE NG WHAR T AFT SR dom g 1.3.3 &l 0 ok PRty 0F
Fehm@EFT M T key-value pair > Wi b O Hedbh > F 4 - LR S T%g

(ETH) h# &£ 4 %5 > 3

\\\?{r
D

&
kJ

10

%

[EEN

Py RHLLITERP A
Aumme 1 ETH = USD 1,000
Aumme Gas price =50 Gwei 1Gwei = 10° ETH

1 > ERCI11155] Mint ETH ERC20 | Key-value
£% a token transfer transfer pairs
Gas 4222561 77,420 21,0000 51,0000 100,000
consumption
ETH 0.21112805| 0.003871 0.00105 0.00255 0.005
usD $211.1 $3.9 $1.1 $2.6 $5.0
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113 & % %4 blockchain explorer shF 3> — 12 = % ehif > % %) & 1,000
FALT AN RHLASTHLF L Gas {0 Gas i gk d o R K
T E Gas (D) RA e RITEA S B FRASTL AT

ApErgpeto k- ERpPEap ¥22 )T}Jv” e A Rw P SR
Lo PR REFIIRDFFINE F - BALTEZE F 2 23
THAAR G O NARE AL PR LRy o nEk 1 kg 0 - £ key-value pair
ZR5AZ A BTG NTES 500 L FAHE 5% 4T B ¥ 1500 x USD5
=USD2,500 ! &% st & o P (S F 5P - = F A TR DA EFE I IR

FEHL P R LA EREAHL G L T4 4 s (DDoS) A L o

SEEE - REE R B S ANk - e s F A
_'ﬂle , j\; < g% r rl Lp—'@ Ztka{mm ]py_pg i T""Fit&ﬂd’- ¥

MR R R AR T R IF 2 A ok et B R G EE A o

=

FoF U fRA b i en A T B AT o
Bk — L v

A DR B WA TR EESRE I A BT ERET
G
1~ 258 6 5317 Ik 8 e pF 5 4% (Real-time Auditing of the Runtime
Environment for Cloud Computing Platforms) -

K IEAT 3 4 4408 7 JISE 2019 - [84]
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2~ I 2 FH4RE B B0 2 pE F 48 4] (Automatic Reward System
Based on Public Blockchains) o # 38 # 7 3 # *t R "% ¥ jiv ¢ & |EEE
ECICE 2022 - [85]

a”}% rem P TN T E E AR

N

PLE A SRR 0 A REP T T A
SEEEE S S R W ERR IR 8- C WEE D P R ITE N F
ok F R - B PF AR F T WERE L T R BTG sk [ E
P | (fraud proof) > i T F 2% » T8 F 205 Rl HEF %
ENAL > #h~ 0 Dapp St R

%ﬁﬁﬁpfﬁ%’*uTﬁﬁbwﬁiimi°
151 Z#HRIFT o P

P Tk AR R ZIFE A HHFEFEAE & S
FEHAESNE - R T E S BB -

Z 8 pR#x (cloud services) 7 I #ic## PR 4%, (Software as a Service > f§ i
SaaS) ~" - 5 R ix , (Platform as a Service » f§ # PaaS) ~ " A # T pR 3% |
(Infrastructure as a Service > @ L laaS) [9] % = < 4 > P = 2 = PRAZ BB 97

FEDZHAEFIRIES 254 ¢ @ F T AMAFTR A NFFHNE o0 FE 2

Ik

IR f “ﬁ% PREESHAEFFORNES AT TR BATRFIR AT L8

=

oo TR R R AL sehd A > T & Fane

"

& laaS ¥ PaaS e PRFFHF A P > & T EEPRIFE R ATAR Y SPRFE > AP
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s T ms % (virtual machine  f§ 2 VM ) [86, 87] - 4 Z :4 PRI+ - e @ 3 >

BHY EEE VM ez 2P BEv % B > 7 J i ﬁ

En
&
Ry
S
E.

AT 6

QF R AURA B A TR R AR ET LT £

)

G YHIRIR Y chd B9
- fapR ,T} A A T OGO RBREFT R AR v
SO HE ORI S RATRAOTRT A F SR A 0 F LR IR AR
Bievmh o €32 (X D RBFREFRY T AR KADE YR LA &
falA5 0 P A2 5 Troll-back attack | [88] = #i 5 " replay attack ; [89] & =% * =
BETEFRGHET LR EEFF 2 R* P A A PR I RAHRE P
AHIHFENE VA FAFILRY T @R RS R R PTG
- A T R R

Floe L K - BAIRTE Y A L HRAT 5 (L T E T A E b

R
-k
=
&3
E\b
o
s
s
Wk
&
gl
e
w1
IR
N
s
Yy
4
"i%
g
‘f@,
‘ﬁt
'K

mﬁ-v]ﬁ 4 T%KL_
FTRAARGEERR? 5 RYEHAGY R KWR R O EY
# o b i B 4% (dynamic linked library files) » € = T éh% & 33 7 8 o0
% ¥ & (real-time integrity checking ) [90] -

W2 ML Y 0 F - A RN RS ko AT S TR B D
SR AR IR E Ak BT BHRAFT O AL R A BT
FERAGORAEE > RN LR L [91] - A E R % (Mac)

% bl % @ * Mac OS X E1 Capitan 10.11.5 5% &> ¥ % %A & k %eer § % cngicdld >
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R3¢ 1 149,487 B P 422 717,976 B 4% % 4ok #iddt 2 Bodes g 2 ol i

BEST Y N EIRERMT o e T AP M AR R i BT

‘“J

=
gRhAGRORBEAR L FFR - CERFERREL g ApF LG T

% FE

N
;‘J
-
W

UBE R RN LR Y3 B R P 2 R N

' 2

T 77

=
-

-ﬁﬂ\—
—
Ei3
st

£ R o m ik o (AP B @2 ok Troll-back attack | 0 F]

PR ARBRAIERAE Bipstaeia s BRIERKT o Fpty &2 RY

ARATE @ ET o F R FARAT FRAFRBE A RHLEY A7 A

=

2R A T R AR 9
4o 8 AV R-ATF 44T IR B SR R ek (2 key-value pairs »3%4 b W Hugd
 RAE 717,976 BrE > %P 4A 1> — 4 key-valuepair Z &8 5<% 4 “Tu#L
¥ € A1 USD5.0 x 717,976 = USD3,589,880 iz fkex i | @ 2 » F 40 M 4 & s
A & > Hipgtankey-value pair » & { A7 4ot A A AL F o PP B A
% H.4a b — =03 B+ E dhkey-value pairs # # ¥ it #AF o
Flut o L5 TR B Do BAIATS T TR P VM #
FIRE 2D > AR e 0t 2010 £ § pRa A v [84] 0 MBS AHE
s == <% a, (full binary hash tree » @ #i£ FBHT) £ 3 % 51 Sodes it >
FBHT #r % chi B4 4p 4 > GF5M 334 & > £ 2) - &2 45 VM ¢ > 548
B B R IR AR Rt TR Al ersess T R B R A ko

f ik

\_\4_

ik e [k (i 45 ) (status code) 53 tif g @ ot 2 F R4l 0 R
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S VMBRB TR TR A ) AT R it i (root
hash)» #7d Z i) » F 4 32-byte e EHTHRBE WA { F 0 F F & L iR
B3 e % Husdieo key-value pair ¥ o

BB FMAGED 0 g AT N 32-byte il A5 0 RITAR § BTG AR

ek

&

PEORE R T TR B A iR 0 i R B

AR T AR T o i MR RE T AR § 8 - ot

EZHAOREIBEY CHSDE P SRR FE RO ARG p4e 2 A

WAE® o @ ILFHRBEY ko B g:ﬁiﬁiﬂg SR 5 IR e BlAeiRiER

=
=k
oy
&k
e

RIEF A G e RILFHT e R SR v 4R B
Tz | (fraud proof) & Ffp&if ?

2F HRHARL G B R A AN F I RET T Emd P T
Flpbx fl i TSGR A o 2 ReHAaE P BN G 2 BEP S E A R
F T UL E S - BE R ERT S o

BB A A K R PR R AP T AR £ SRR

FHRLREOL IR REPFREG AT RHEELFREIRM? - DT

W TET R R B FEMRT LNIEE R F R
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FAE m R

AR %S R R ATRERSS N REnh 8 R 21058

FEL AT RERRERES S AP AR IO R R A

TR ERGER A B N R RR R R R R B A8 TR
x”@hﬁj ,}Fﬂ_m#EFggiﬁ" = % f‘%}“ﬂ\ blT'% Foas R #t A ]B)@

WY o o
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TR R AT R Gl B R G - BN R
(attestation) » P & 4 it 7 &9 dpd BRFEZ L F L F T 5 20 ok By
FRES o R 1@ B NEAL 3T USRIk g2 v B
Ao SRR E R S A FI e 3 G A AR~ Bek (tamper) & i
% engF e (properties) » o+ T 213 enF 4L 5 % (data attestation ) - [13, 14, 92]

TR F T (performance ) » » B R F 4 17& 8 (auditing) [93]
22 g (forensics ) [14, 105] =% % -
o8 BRATHEERED S
2.2.1 %
"pe% y (hash) £ FAL - BAIES % - Bx w4 ] > 58 e
% i (hash function) 8 & > ¢ 3 THELERDE » @B EAPHLL T
%@ ) (hashvalue) s &4 "2 L4 & | (message digest) » ¥ rARL 3 % F AL 4

e Fip k| (fingerprint) o @ & 24 3275 B infed J B B 5 5 7 73 BILF

LiEReE ST AL MpR s B AP A B T e

=

bk 7 P 2

A x4 | (hash collision) » 4o% 5 Sofeen T BB | 249 % > RIE 5 @ 23050
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Bt sl dFmERT

F_‘.

T AR o IR AU Bkt iRk i
o B R AT e Bk 0 R R R i R E R TR WA
dreb- chfpA B SR E 0 AP RIfEL 5 T R4 ¥ (datafingerprint) -
FAEL TR AR E 0 R TRORBAAS Y -
2.2.2 &% %

73 #c i % % (digital signature )- £ >t 1976 # 4 Whitefield Diffie 22 Martin
Hellman #t3 2160 [22] 0 B P & 3 B2 B F 97 R a2 3 % Supmr94] - #k i
Fp A LS RFTH AL BE DR L A URRERALT L

Bp R e f Sl K R AT B 2 0 S K AT ki g

blde t TR ek | & 4fE T fei% 44 (hash chain) »
2.2.2.1 jeizéd

Bk I E AR PN P AR R TR ERAEL X B
oegeis i B s E o

lemicEP2oh(hCthCth(h(m))))) A4&HP > mid 5=t
Ao APEL h®(m) o ekl ¥ 2% A At g o AP Ty
(authentication )
2.2.3 MRAEREE

Tres A, 2 AL T AR, (hashtree & Merkle tree) - B #Hk chF AL %
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o *- B "&g  (node) Gk E o &g, (leafnode) * k5 7o
ek B I R4 T’ 3 &2k (sibling node ) sse% &1 ¢ # (concatenation)
EriesE o 258 T &g, (parentnode) 3% & > doptd T A * 4pk

d3e s St B 4 T4 & 8L (oot node ) sk 0 AP AL S T 5205 (oot hash

£ master hash 2 top hash) - 4r®] 4 -

hn: hash value of

B] 4 : Merkle tree -
S BN PRGR TAL 1 0 554 - A4 (Ralph Merkle) * 1979 & ¢
2> [45]7 & e s T 24k % s (public key infrastructure ) ~ g H 8 4

BT R RS RLER LY X T g

pox fEs TAEAE) (Merkletree) o T B st 7 0 8% ~ch (m-ary) > = 7 — &
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Tds  (full) s T sk = ~ 2% B, (full binary hash tree » @ £ FBHT ) ¥ 4R
s DB - BRG] o
¥ @574 7 hash & ¢ 3 (concatenation) :
hs = hash (hio) h1 = hash (hs|hs)
h7 = hash (hai|jh12) h2 = hash (he||h7||hs)
h3 = hash (hg)
#1 12 root hash = hash (hi|| hz||h3)
=hash (hash (h4|hash (hi0)) | hash (he| hash (hii|lh1i2) |hs)
|| hash (he))

ha-he. hs. ho- hio. hi. hizizie- £ % Flexg > # hash mfg;z

% » #7r2 roothash &+ ¢ F3%¥ :c% » »712 £ & %4 root hash fr“u’v" 2 A B

Yo% PR BHERIVERET LA b4 hwo hFREE G AR R AR o
FRTREEHGI TSI MY RARATT o TH - TSI R A
i~ ¥ 4% [ partial Merkle tree ; ( # # pMT )~ T Slice of Merkle Tree ; (i £
Slice) & 45 " Merkle Proof ;- 4 ®] 5 » h1o v Merkle proof #7# | root hash
~ %27 §F (3 325 e root hash 4 f > )t 7 B~y Merkle proof » % % & #k 5“7 4

-

BEOTH 0 R R L Rk g e

g&

Fulhi o mmA_mary Bk 2 iR & iﬂz iz * Merkle proof-
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A

bod Ak S B E A B 425 SR 7 B Merkle proof &4 8 ko Flt gk

ook B4 % 0 RIFETLER Merkle tree #5174 v 8 » Flut w2

=

o

i * Merkle proof # 3 2 £ F] 5 » § A PP F Tk ek BB TR

RAEAEPRT R FRNESE AP EoESE - BESARE

(subscript)rz 2 Fdn & g el e £ g enF g w e A miR s £ 3o
Lﬁiﬁ} root hash £ Merkle proof sk 38 £ & 2 3 I Py #9775 ’p*q‘ima‘ﬂ &

DINEF

T \1.
‘-\n—

B RGO TR PR T

Ik

4=+

REEERAFORET R OGHE > £ Merkle tree k@ 0 1 &2

PRSP I ARSI RA PR T LRZF Feno

Bl 5 : hyo e Merkle proof

Flet o i€ B SR 30 14 root hash % 2 0 B oAt Bk 7 1 ( proof of existence) >

# 7+ %¥ * 3 i (proof of inexistence ) o
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¥

3

I

p 2 ~£ﬂ§’£’=§°;}i;j% B g
% — & C&L scheme

Hwang et al. (2013) [95] #& d1eh7 j2 » Jig % 0@ % Z =Bk s 7 B A % o
BPEY AT R EARDT R TEESLEPO DI s NER A A - A
VLR RS PRFE S B % 2 er 2 NG EL T BB EPoF o

C&Lscheme:> & - ff 2 % #42% > % 113 ApFEILTH BALE T 35 el 12
%_, (protocol ) » & - #& " 4-step handshaking ;> # 3| % iEA273 7 F 2l o

BAMRARE S k@ E P BRR D B ,f# ViR 2 e g 1 R % R E R
4o 60 24 BF 5 47 41t epoche & B 45— B * 3EPRARDIEAE € 3 — B epochid.
S - g rleni r B RATEAEARE 0 d PRIBEFJEDRETATE S @y * 2
SRR (s - By s ehroot hash g L 2 B G A T ORLE T R
S0 bl Rt 7 B ] e

AR - FPRFE 0 - TF B IP - BREELY 103 BPRGE 0 & C&L scheme
FA e T* 2= 3 (clientdevice) # * b — BHEELAAGE o F (TEB4s 0 &
- B 2G> ;&g¢ p e ri— eaclientid - ¥2 3% client id i¥ % (operation)
VEREREL U R AR SR & AR R EL P £ 5 T local sequence
number ; ( #§ # LSN) > £ Tepochid ;> epochid * 11z & @ (T ¥ chpF b > & -
7 EE Y s oariBybeady 7 4 0 #5902 chain hashing fadici= & 3 303 > M FEILE B

TEEREL G roehe FIRIEF G FEFTEAM <~ i 374 3%epoch
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it

Koo PRI € BATenR % o 4 A RATTUR R P B 2 ATaip H R A
/nn

Bt PR 2y R ERRH T 5% 22045 3 3205 # root hash £ 7 4p

s FARE 0 P ATPRAREST 2 3 #73 chainhashing @45  fc s E L R &

d PR 7 & Arihepoch B 4s o 955 e » % 2 LSNE 8 5 1R 4 o

: a directory :afile @ :ahash of afile or a directory

dl d1,h(d1)

@ h(h(f1),h(d2),h(f2)) /N
f2 f2, dz, 2,
L/L h(f2)  h(d2)  h(f2)

13, ds, fa,
LEL d3 Lfii h(f3)  h(d3)  hifa)
[ ] /\
5, f6,
> N h(f5)  h(f6)
h(f6)

(A) (B)

W6:MEBALRL B ’?'lf‘fll?pimfizéjﬁ'(g"ﬂ[gﬂ)
d >4 * chain hashing sdici= & 2 LSN £ 5] T4p 3 2 7 F 2212 (mutual
non-repudiation ) ssc % » Fpt it e fE s TC&Lscheme s ik s 2 5 &

MFEFE s 0 3R — (B oepoch ¢ * me-ary 32k RTRE 3 0T LB AE IR T E AT

‘-\u—

LATF R g ¥ R A oS o 18 ks T 45 " epoch-based Proof of
Violation | % 2_-

C & Lscheme i& 3 #4403 & B2 48 > “f T RD| TR SRR X

S SR RS- B - 8 eniEE{E (T Ar) epoch) s A A B fE
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L Y (AT

4\54

iwd_Hwang et al. ) * ez i @ > NEF 2L opI 3T ER
t > F]15 C & Lscheme & i wf| T pF L 22 s » F]pt 2 {5 Hwang etal. = 4 )
— B 4e3g e C & Lscheme » £ % " Proof of Violation ; +5 % > f§ = L "PoV |
T & fE Treal-time POV | #5220 ¥ M D E - S (FE {5 ehz WP RE o

L A7 A e Treal-time POV > 3287 - &/ 2 o

% = & Proof of Violation

“73} 71 Proof of Violation #+1] » ¢ 7 3 three tuples : (1)predefined security
properties ; (2)predefined cryptographic proofs ; (3)auditing scheme -

d ¥d - &t s epoch-based POV A %0 £ F & B B K omm S
Vol BB b B - bR SR T RE R RBIR AR P ST

)

T RS i B =3 oF o L

T4

RAL G REEOTHR 4 2
EEATYHE hash & ArriAp g il g ook o & Tt E I RF| TR S R
*+F_Hwang et al. (2014) [96] = #& 171 - @B #Ten= % > L5 [real-time PoV
T, 3% 2P 7 LSN £ epoch id &0 properties » sz % T | # PIRE |
(synchronization server > f§ # SYS) & T #+4% @R %E ,  (auditing server > f§ #-
AS) > i Z A BIRFFOFIRE > fL 5 TR PIRE ) (storage server > i i
STS); * =43k & F F B ndkts— BRI T 49 { &8 4 % o partial hash

tree » ¥ I RAT] WO GE ok L A 7 -
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HP HSYSWHPREBLEAS Fi 7§ :FI"—"— * - BB PRFAMR Bt 2 B
HP 1 T & 7 Bt — B#EIp (chain hashing) 224 % % 5Liei #ehroot

hash 5 AS RIE F 3973 2 % Tl oy » 2 BMAK P S ipip ez

Bf o AR B g SN R E 0 G L E TR €4 TR H 0 Tl AS
g A BARIRE o

Auditing server

N

h(d1)
i
h(d2) h(d3) h(d4)

VAN
hfa)

h(f1)  h(d5)
h(f2)  h(d6) h(f3)

hie) i)
*

=
h(fs)

© hd1)  (pHT,) ©  hay (PHT) ? hd1) (PHT,)
a a n
. h(d2)  h(d3) h(d4) hid2) h(d3) h(da) h(d2) h(d3) h(da)
h(f1) /h(dS) ‘N hif2) hide) h(£3) | *°°
his) WS i) et
Device, TTtteeeo___ 7. Device .=~ Device,

«—— :Transferring of attestations
and partial Merkle trees

~~~~~

Mutex : a semaphore

€===> :Lock or transferring of © :q Synchronization server
attestations and root hash
@ : An attestation * :root hash

W 7 : Real-time PoV thx 78 420 (2~ p [96])

Flt et o SYSE AS i e TV R EME =2 ¢ o WA BET R
QI Rre o B N H S A SYS Tl St R F I AS
PEZE-RBIVFEEHEZ poeh 8- 5 - &9%h2 TvEan =3 |
Foa ¥ A 3ar i R E A R-AS a5 RHa o d 3T AS ¢ BS
FRHY %97 2EAFFRFEAFIRE - Fd 0F FHAATHL L F 54



F R4 2 Wi R > i 973 [blockchain bloat ;> %-p %

1> # ¢ A4 X Hehgha i

-40 -
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Sz 8 B
w4 ke TC & Lscheme | 2 Treal time PoV | » €_Hwang et al. £ # #7

B o T BT ATREEG OB R R # - L - R

}}

puﬁj\im FRE ’E“‘ o ey S g 3}% Ko UEFIIRFEE 2 M R M P

o

g1 f pEF 223 F Droll-back attack | [88]¢2 "replay attack | [89]  fe & & Z =4 ik
GERAoR B » Mg - TR A I TP B E A B B

A A S RE TR LR ET R S S

_\

Bt A i RENF R 7 3 S ARG AR RREOTI I IR
HEMC T TIERREIAEERE CETTAY IR ELE ALY
3 I e
Hwang et al. & - 7 IEEE CloudCom 2016 c»R*Z § s gkt » #4221k ©
= | Efficient Real-time Auditing and Proof of Violation for Cloud Storage Systems |
AR - BAROTRSE L TR R F R s B RER (Tl
binary hash tree with index function) [97] > ¢ P & ICBC 2018 "% 5 jiv ¢ 3%
# 4% & t 5 "lInfiniteChain: a multi-chain architecture with distributed auditing
of sidechains for public blockchains ;> 14 4p e e9F LB T M2 31 BBt
(indexed Merkle tree) [98] » & 41— B fZA- 25 FH4aPFF B3> %> T4
SRR A o 2 2020 E B 4 0 B R i T BB

(transaction-positioned Merkle tree > f§ # tp-Merkle tree) » #7r2 T2 i= B 5o #f
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AR BEH S e R - AR ,g;}ﬂm?quﬁ# o

-1 T R £ A S A= S S

.
ay
5

~m\i-
‘”A‘
A
Rl

=
=
4
X
9y

(key) , hash (data) > " key-value pair | =" key | €% &k %= " % 31 & | (index
value) > Tvalue ; £ "% % T4 (data) 322 @ - &4 * SHA-256 /% & iz P~ 3¢

P < |- % 256 bits T 32 bytes » ]}t & — i key-value pair e+

Ay
T
(\x
v
R4
o
&

A

RN

—_

=3

Bl ¢ 2 64bytese & - £ % =2 {4 B2 key-value pair 32 % 15 % & %
e gL FptE - BE gL € 8 32 bytes ek /] o
BT h kb, g aliE Tkey, it 2 el "R EFNZTE
Mkey-value pair | & 33 A S B E o [ Silicdk 7 40T ¢
I'(indexValue) = SHA256(indexValue) mod 2Vt 2 ;% (1)
N : % 7+ tp-Merkle tree sfit3

‘s

Doy S @SR rl 307 g3 2858 chpmi
(collision) » F]p+ 3 4 2 gid cnf & 8L > A PRI E 7] F R S5 % key-value

pair s3eE e > 2 E & BLR) € 7 3kie B list of key-value pairs hjei% B id

(concatenated ) s egeid i@ o
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o Root Node ‘ Internal Node
O Leaf Node H List of
Key-value Pairs

[ X ]:Tree node ID

Tree

W 8:HE:4hT Bl
ek R A N-plgs ¢4 N1 mae 2V BESE T - BEgGx
32 byteseigeiz e c B8 - BRAEZ 4hT A £7 15 BaTE 8B
F&gho & BN IRGE (internal node) #ri*ce hash & - 2 H 23 & 88 &
(concatenate) + & & B¢ hash B Br— scsejdend - d Ta 28 pl4e 5

(root node )> 7 B 5L peizt B 2 5N 4p I o 42 & 84735 2k e hash B 4L % top hash~

root hash £ # &= master hash - root hash f #* % #t3 < % eifg Ko
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¥ |y [ hy | h [ hehgh g | hg ||y [0y | s | b | b |

Array subscript 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

UEECTEE Y. SR TR T SIL
b S SRR B - AR £ 2 B Y e 9 AT
ERE 5 N> plWen+ o] 5 2Y-15 4 leafnode ID % I B tree node ID: X=1+2""1 >
treenode ID : X T § - A5 |Wehiz % (array subscript) »
3.3.1 %458 #45 : Merkle proof
1 * tp-Merkle tree %% - £ 2 4 » #7% & chia 6 8 % ¥ (cryptographic

=% T B A F(slice))iB AR ITE s

E‘.

evidence ) ¥ Z & B~ 1252 & 41

% Uslice ; s¢ i 42 % " Merkle proof | » 4] 10 -

Root hash

List of
Key-value Pairs

Wl 10 : Merkle proof e- B &]+
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Rl RS za BB ST chg gk e B A TR B, Y AP R BT
2 % 111D > B~ 412% ID e Merkle proof iz & 2 % » e MR D R4 E
WA D FEh e FP o BRI NGFEER L TG & (proof of

existence) fr Fx&r F > 712 X F A 33 & (proof of inexistence) ~ ¥ i 1

FE PN E - 2% a0 T Merkle proof | » H i & i3 40T

Algorithm I: Extract a Merkle proof from an tp-Merkle tree which is stored in a

one-dimensional array ¥. Assume that the height of the tp-Merkle tree is

N.

Input: I: a leaf node ID
¥': a one-dimensional array which stores a tp-Merkle tree
Output: m.proof(l)
M.proof(l) = &*
X =1+2"" // Translating leaf node ID to tree node 1D
WHILE (X = 1) DO // Bottom up to the root node
IF X is an even number THEN
M.proof(l) = M.proof(l) U W[X] U Y[X+1]
ELSE
M.proof(l) = M.proof(l) U W[X-1] U Y[X]
END IF
X=|X=+2]* /lUnconditional rounding

END WHILE

M.proof(l) = M.proof(l) U W[1]

! @ is an empty set.
2 |r] means the floor of r, i.e. the largest integer less than or equal to r.
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4o% & F 5 - 2 % & T Merkle proof | #root hash » H j & 2 407

Algorithm 11: Derive the root hash from a Merkle proof. Assume that the height of the

tp-Merkle tree is N.

Input: S: A m.proof
I : A leaf node ID
Output: y: Root hash of S
IF (Number of elements in S) = (2*N-1) THEN
RETURN ERROR
END IF
X =1+2" /I Translating leaf node 1D to tree node 1D
pt=1
IF (X is an even number) THEN
v = S[pt].
ELSE
v = S[pt +1]
END IF
WHILE (| X =2 | # 1) DO
IF (X is an even number) THEN
v = hash(y [ S[pt +1])
ELSE
v = hash(S[pt] | v)
END IF
pt=pt+2
X=|X+2]
END WHILE
IF (X is an even number) THEN
v = hash(y [ S[pt +1])
ELSE
v = hash(S[pt] | 7)

END IF

-46 -




3.3.2 4 & L #7- X TR A M

R AR s AR R - Les Bk o it e

Algorithm 111: Update (or add) a hash value of a data. Assume that the height of the

tp-MerkleTree is N .

Input: Indexvalue: The index value of the data.
value: The hash value of the data.
¥: A one-dimensional array that stores a tp-MerkleTree; PB (i) denotes the key-value
pairs stored in the leaf node with an ID of i.
R: The new root hash.
I =T ( Indexvalue) // Obtain the leaf node ID
X =1+ 2% // Translate the leaf node ID, 1, into a tree node 1D, X
WHILE (X=1) DO //From the bottom of the tree up to the root node
IF X'is an even number THEN
Y[ X/2] = hash (W[ X ]| Y[X+1])
ELSE
Y[ (X-1) /2] =hash (W[X-1]) || Y[ X])
END IF
X=|X/2] [//'Unconditional rounding

END WHILE

RETURN R
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FEATELHEY K- Lt BT

Algorithm IV: Verify if a hash value of a data is valid. Assume that the height of the

tp-MerkleTree is N nodes.

Input: Indexvalue: The index value of the data to be verified.
¥: A one-dimensional array that stores a tp-MerkleTree; KV (i) denotes the key-value
pairs stored in the leaf node with an ID of i.
S: The latest downloaded root hash.
I=T ( Indexvalue) // Obtain the leaf node ID
X =1+ 2" // Translate the leaf node ID, I, into a tree node ID, X
Y =¥Y[X]
WHILE (X=#1) DO //From the bottom of the tree up to the root node
IF X is an even number THEN
Y =hash (Y || W[X+1])
ELSE
Y =hash (¥Y[X-1]) || Y)
END IF
X =]X/2] [lUnconditional rounding
END WHILE
IF (Y#£S) THEN Report “Some hash values are not valid.”
ELSE
Compute the hash value of KV (1) , o.
IF (a=¥[X]) THEN
Report “Some hash values are not valid.”

ELSE

Obtain the key-value pair of Indexvalue in KV (1). Assume the hash value of Indexvalue is

Report that h is valid.
END IF
END IF
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3. 3.4 T s ey
AR L BM R B AR S AR T AR R 2 M T
THF AARRLE gD doci > A7 L5 A ez ot E & g

key-value pairs ; gt ¢t » £ 5@ * 7 % b bR & TR LB AR A R

o e T R AP TR 2 el T R e S B el [ AT TH

=

#
g TRy s T AL | 973 & anpF i & gl Ay o
A EER R

Macbook Air 2014 ¥ & g2 % F_% Intel Core i5 1.4GHz % % 4 GB 1600 MHz
DDR3 a8 » ¥% & sL&_0OS X El Capitan 10.11.5 -

RIFE* PFORARA

# — 4 Kkey-value pair 64 bytes ( g7z 51325 & : 32bytes > 4 + FHlpe% E -
32 bytes > $* SHA256 i@ &2 ) > &~ 5584 25585 -50%8 % > ¢ 100
FEEFA Aul % 4628210121416 1820 % sh = B b it

7RI o

wm
\*’”

—g A AF P at® T oA AZE AR OE & Bl E 2~ key-value

pairs i E S0 g [N g g 3 > BlR S S Ark 20
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4 21 % ki e key-value pairs &7 b #3 2 T B R R )

Height # of Leafs # of key-value pairs Stock ratio o B
85 1/3 1.19 2
9 256 170 213 1.42 3
256 full 1.64 4
341 1/3 1.17 4
11 1024 682 213 1.35 4
1024 full 1.61 5
1365 1/3 1.18 4
13 4096 2730 213 1.37 5
4096 full 1.58 6
5461 1/3 1.17 5
15 16384 10922 213 1.37 6
16384 full 1.59 7
21845 1/3 1.17 5
17 65536 43690 213 1.37 6
65536 full 1.58 8
o Average number of stored key-value pairs in a non-empty leaf node
B: Maximum number of stored key-value pairs in a non-empty leaf node
BERFME GETA R AALE L E 0 E & Benie R pF o B B il 3

278

T R FE L R R SRR R ROT R R 2 7
PR R A FHEE S N RIEF 2 BESEEE TR BN
5 200 9] 2201221524288 FAF AR 0 10T 1 E B0 F AL L T

FoHRSEFR PR T LE - ih{r;l] ¥_sh key-value pais #& » 3 &

)

S RMB LR AR TR B TR PR A LB FRES

3o

s

=4
¥f

\\\Xr

P&
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231223 FHB LRI TORFELR
(70 § & key-value pairs)

Tree Height Build up Time (s) | tp-Merkle tree (MB )
4 517.993 147.6
6 518.315 147.6
8 518.776 147.7
10 518.562 147.8
12 518.298 148.2
14 518.757 150.0
16 518.914 157.2
18 520.682 185.9
20 520.037 296.4

WARTREE A PR T AR R TR R R ATE R Ak R

O ArT A 4 SR 1L A
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2413 FFHRE AL BHE T ALATRAF PR (E ©ms)

Tree Height | Number of key-value pairs Update time
50000 3.89
4 250000 12.87
500000 20.06
1000000 34.12
50000 2.12
6 250000 7.05
500000 7.21
1000000 11.58
50000 1.24
8 250000 3.35
500000 3.54
1000000 7.29
50000 0.97
10 250000 1.88
500000 2.18
1000000 2.23
50000 0.76
12 250000 1.57
500000 2.3
1000000 2.64
50000 0.83
14 250000 1.77
500000 2.09
1000000 1.89
50000 0.94
16 250000 1.64
500000 1.94
1000000 2.24
50000 1.1
18 250000 1.86
500000 1.47
1000000 3.27
50000 1.53
20 250000 1.99
500000 1.57
1000000 3.26
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50000 250000
2.5 8
7 L
2 6 [\
1.5 — >
4
1 3
2 S —
0.5
1
0 0
6 8 10 12 14 16 18 20 6 8 10 12 14 16 18 20
500000 1000000
8 14
7 - 12
5
8
4
5 6
5 _ 4
1 2 =
0 0
6 8 10 12 14 16 18 20 6 8 10 12 14 16 18 20

W1l: 3 b FRE CL BHE T HUHTRAT RS AW
(B ims; REHTFTHR > L M3 -)

[ AT PR e S > B - BIRG
B OLCAERH S BEARE 10 () Mt g TRLEIE B LATEHR
SRR BT R RART R o LT AL H L AR R E B e T

B B G R 0 4o T & 52 12 9
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25 AR FTHELLBHB TREFRTIRAFE = M)

Tree Height | Number of key-value pairs | Audit time
50000 2.77
4 250000 10.90
500000 17.11
1000000 31.90
50000 0.83
6 250000 3.19
500000 5.10
1000000 9.30
50000 0.28
8 250000 0.92
500000 1.65
1000000 3.09
50000 0.11
250000 0.26
10 500000 0.47
1000000 0.83
50000 0.08
12 250000 0.06
500000 0.23
1000000 0.35
50000 0.07
14 250000 0.08
500000 0.12
1000000 0.08
50000 0.03
16 250000 0.09
500000 0.07
1000000 0.04
50000 0.09
18 250000 0.09
500000 0.08
1000000 0.06
50000 0.09
20 250000 0.1
500000 0.07
1000000 0.14
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50000 250000
0.9 3.5
08 % A
07 |\ '\
\ 2.5
0.6 \
0.5 \ 2
S\ \
0.4 1.5
0.3 \ \
\ 1
0.2 N\ N \
0.1 .
0 *‘\/’ 0 \-—-0—4—%—4
6 8 10 12 14 16 18 20 6 8 10 12 14 16 18 20
500000 1000000
6 10 X
5 -4 : \
4 \ 7 \
\ ¢
3 5 \
\ s [0
2 - \
1 x\~ 2 \\
N . N\
0 e 0 ~—, — oo
6 8 10 12 14 16 18 20 6 8 10 12 14 16 18 20

W12: % FFAE S BRT T REARTR R AW

(H

oA BRSSPI - B G

ms; St TR PR o B R o)

- ~ % leaf node ##c& & 43 73 *< key-value pairs fF » T > Sn#ic [ R 1353 &

fie key-value pairs > max collision % 5 8> » ;‘jfu{g &

\\?{r

44128584 5)
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= ~ % list of key-value pairs 4z 10 2 F & { & > i & B 5 hash @ #7i¢
gl LR I

SRR RS 10 () M) BRTALERIE HER

Il

FALA R PP > BT R IRT R o
E’ I,(‘_l' E’h/?'lg-é‘ , ’]57 J]/{’T ’IJ—‘/‘ .

S Emo

- N2 RGN @ R A 4 b leaf node B o WA TR

TR g _Hwangetal. i@ * g B R i TR B aF TR
FAhS & T RE UOFR A RSN AR gL -
.41 2RRHIFHI e BARR

Hwang et al.3# % *+ 2016 # & % 9 & |EEE Cloud Computing £ jiv ¢ ;& <747 7 »
¢ % T Efficient Real-time Auditing and Proof of Violation for Cloud Storage
Systems | [97] -

AFZARD T AR ZHRRFEIRE § RN I ROT R LR
PFo deie § R ARG T 0 s Y SRR R ik g o kIR

13 -
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Service provider (SP)

/ File store \
Synchronization Client devices
server (SYS) @ e
o | Lo [[e]
)
(v, SN,Sig) ' =1 =] =]

tp-Merkle tree
Y

Q123456/

13 : Efficient real-time PoV & $t2E W - (B~p[97])

1)

SR TEY LB WS T AR TR R B X R PR E

PSR G R s A (D LR AR R A

S
e
¥
s
14
/ﬂ.\
Sh
B
F=1)

2

A4 o d % S 3% three-tuple 3373 2 F 3 3] 1KB »

VAT AREH BT D H I (1) §r 2T ERL 2 e
PRASE & RIL (7 1% ¥ 97 F 7 Merkle proof & {7 = T4 gl v o T LR
AERF A () LB LERTERL S HI (3) § TFER > Plati s
Fy o BT 0 LATIRIR N B B ATR S A 2 BATRG(Y
SN’ Sig ) L AT* =z P BLATEH HF (4) FHPAEE > Ay SN

Sig )™ "k A = i b g g (4 2 fraud proof) -
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ERERRR Y B RIRESYS RS FogWP) R E LB
PR AT U GER - BEAES R Zaa A g
3. 4.2 % Hughing B 8 £ 313 #£4% ¢ InfiniteChain

Hwang et al.z# % >+ 2018 & % International Conference on Blockchain( ICBC )
R E ¢ k77 0 &5 T InfiniteChain @ A Multi-chain Architecture with
Distributed Auditing of Sidechains for Public Blockchains ; [98] -

d 425 FH4s (public blockchains ) s @ it e $osY % 4 j‘ET}‘“ j
Web3.0 chtis (4R % - F & - @il ) e TR SBEP 2 B R
FE S LA AFRIEEFHERY RE D AU E R RB

2

B - % %= 133 9mp)

\\\?{r

(blockchains trilemma) 7 48 : (-

- ~ 3 e SR (bandwidth) @ # )3 % # ed® e % £ & 15 TPS 14

I

~F R R f g (payload) t i F P b g i S R HLAARIR

Rk 2 g FoenindE (privacy protection ) o

fu

=~ 3 L * Tk (applications ): i 4e B B G A0 fT] 5 Dapp g * e

& 0 fEA DR AT 0 ZAT 0 Multi-chain ZE 4 0 o] 14
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CELE

P2P network

T logitien Y --@_g g
--------------- R / ! ! \
/ @ @ /,
Financial Systems ; @ gé
\ 7
Sidechain R/v @ i \

Stock Transactions T ‘m L ) -~
RS PRRSERSER e I —

‘ R 2 IT

[E Node @ Transaction R Root hash completed by sidechain

W 14 : Multi-chain % $t% .8 (7 [98])

4 h B AR E R AN 4 AID HE - R g - B 48T R B S
B B g2 Rk R AR £ T E - BB ER YT A
A E r A LA B T A4 54 (distributed auditing) 0 = i@ z}\f—‘ﬁ
T Al A4 ihiv] R aB S #3p (cryptographic evidence) gt i T Merkle
proof | %z » % 7 45:% > ¢ "Merkle proof ; ¥ % ":¥dcz m | (fraud proof) » fx
BoAph T A4 AR B Y oRil o

F-BeaT L €T - BIRAFR B 0 SEIRARE f R BRI (agent)
shi d o F AR R G RIARIZA (agent) #2975 2 5 28 4 12 PoV 4]

AR S

W

BEAAT LB herf LB RS A s Gt (T ER
(auditing node ) »
d a4t enghl > BWAF A R 4T 2 5 (2 f4d > sidechain) 5 3%

H1 ApF T 5 enb it ¥ R (auditingnode ) & B F A A %487 R
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boen U = B Mt &5 = { #740root hash ¥ 5% ~ 75 (identification code )

FrAgal sdFR £ AL sk e PF R dhd 24841 (anchoring >

-

o

B - 58 1.3. 48P ) o Fptas BsaT b Aplharm =B

s
Il
3

B Ap R § il o ARG R R0 LM R PR
FERRAEO > BT ] DG RHAEST 2 E T 5o A A ER R o
FEgrers 2 % PRl B b Aok~ e~ B BT e
S.A3TBMEBTERT chp SRS
Hwang et al.3 % »*+ 2020 # # % = & International Conference on Blockchain
Technology (ICBCT 2020 ) W% & jtv ¢ sk «r#% 7 » % 5 : T Blockchain-based
Automatic Indemnification Mechanism based on Proof of Violation for Cloud Storage
Services ;| [83] -
43R POV 4] (FEREZR 5= & ) LEiEflr 24 B
AT E R chip ] > Flpt e F 3t SRR RN L R e T
M'request = (CMD, SN', preRH, hash(M"™piy) , SIGctient)
M'repy = (hash(M'request), Accept, Result, (Slices, Sets of PB-pairs), SN', RH, SIGsp)
e PCMD EA5% T Ep 4 > Ao B B~ BH ‘M“ﬁ%%ﬁ » I @ 3 dp & sl
#c (parameters) o
SN' E 4t (v enp 8t > d 1 4o o

preRH H_y* =% #§ % ¥ % & 4~ 7 root hash -
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SIGgjient % = Zhenfici> § & o
do% * = 50 SN ~ preRH e SIGgiient #8172 » PRA3=h 0w f 3t & o0 T Accept | &
gx 5 "YES,» 2Rl : TNO,-

hash(M'request) T_* = 24 (F % & £ 4, ch3e ik & o

Result {FR%&‘:&%TI&?* SEER R AR EFEE S T RS

ek

—\

EEH T A AL -

(Slices, Sets of PB-pairs)#_st =t i¥ ¥ #175 B~ 4§ % 7 PB-pairs £2 Merkle

proof o

4

RH &_pt = 17 £ % K {4 #7118 3|0 #7 root hash -
SIGsp HIRI*:H e > & 1 ©
Mirequest & Mirequest £ SNi {#E e
7Lt PB pair £4p /s B (pathname) 74 % = <45 & (binary code of file)
A wlenge ik B o 97k e Tkey-value pair | e
b K,% 7 3 chain-hashing 4] [96] > & 3 4 7 Merkle proof f3t 4 # o &
dOJRARE o R LM Lk B A SR chE s et A% P
SrenB 3R AT TR o E 2 F R GE R TR AER LN

» #{FREZ»‘:% b fs - B oreply 3L o RS TS Y R o K LRI

5Pl 15 -
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Customers
e )
@ _ Service
Indemnlflcatlon provider (SP)

————————+
requeSt tp-Merkle tree
Oy
mmy /‘. :’\

o o0 0
) ,
2

: R T
///// $

(Crypto-currency)

/ A smart contract \
Objection M., [ Judgement
| programs
Deggsit )

\_ /

Public blockchain

W 15 : 2 =%k 5 3 @ e blockchain-based AIM J $L7§ HW (>5[83] )

.44 2% SRAHZR DK

Hwang et al.3 # »% 2021 & % % >* Journal of Security and Communication
Networks #f 7] s%= 3 » & % T A Semidecentralized PKI System Based on Public
Blockchains with Automatic Indemnification Mechanism ; [100] -

o2 &4 A #E 2k (public key infrastructure » i £ PKI) f§ # 7 <4 5 5L o
AP W AR LRERE O UFRLE R F P A R R bldhe
Rehp 2R ABE [37] T h- bl @ A 7 0#B 4 2o Faw CA (certificate
authority ) @ PR B:rp > B8 CA RIRB#rg xhp 4 T# =18 %  (digital

certificate ) » jL{s A it b v % » )’i}‘u? gt Thei= g s ) B ITEP B A LA
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g Py o

d 3P w4k s m iR € 3 CA PR E & CRL(certificate revocation list )
WRAAFEE A ps [38] B2~ F5F - AT > 1% 2 RHLaE %
Bz i@ CRL[70,101] > * # 47 7 & } % b4 iuic @ H T 0 & &
CARIRESHE i ehkPdE RN T EA2EITH LY F*+ 285 F
ARt A0 3 7R RFRAFH L L] T ARG R LT

~

Al AT RERY - F e & 14 ] p o

\\\?{r

Flotdofe ok B BE A x s fLrrc B BT G R BE P BET A A
Ay = B G o PR § O R QA g R AR

BALAMECRFEIGRE > J = 48 Good ~ Revoked ~ Unknown » 43 % =
#& © Add ~ Renew - Pause - Revoked - % & " B s_#f  key-value pair 4
%1 # @ < hash (IndexValue) - hash (certificate + status 2= ~ 45 ) > -

BTk w R ek CAPRIRE L L PR N e T

Mirequest = [Operation, Pub(owner), IndexValue, CO , SIGpriownen)]

Mirepty = [Mrequest, Result, h(Certificate), Status, SIGpicca)]
H ¢ : Operation 7 : apply certificate ~ change status ~ replace key % o

Pub(owner) £_ =k 24 e 20 4 o Pri(owner) £ 3 54 e 4 -

s L
B ©°

IndexValue ¥_3% & 3% 5 key-value pair 75 f Z_i> B 5o ez 51

CO #_Clearance Oder -
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SIG £.2%2 4, crlic i+

h(Certificate) ¥ :Z #ic =[G ehge ik & o

Status 28 G F vk iy
CA PIRE LT~ Kk ff iy B L s 22 3R A M e f
Sft) BT @ 22 & TR S ki (Inter-planetary file system - ff 4
IPFS) [102,103] } riizie 4 f&+22. % » & #-roothash &2 CO 47+ &5 W Huda
TR &K cowner s F O gk is— B CAw R g LB 0 1T LIS Fads

TEP I Y R LY o R 5% Ao 16 -

» Create TP-Merkle tree

' « Store certificates and their statuses .

+ Clearing O/ O
+ Change certificates’ status

* Replace key ] O O O O

Web owner CA
N / Upload to
I Auditing blockchain

Request:
* Apply for certificates

Appeal

Smart contract
Get certificate information Compare certificate information I

B _

. Verification
Web user

W 16 : Semi-decentralized PKI & 322 H® (®p [100] )
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G

PR

1~ 2= % %3 7 %k B 0T pF 5+ (Real-time Auditing of the Runtime
Environment for Cloud Computing Platforms) -
I8 A 7 % % 3t Journal of Information Science and Engineering #p
[84] -

2~ JI o3 FH4AE R B 2P 15 4] (Automatic Reward System
Based on Public Blockchains) - 4 38 7= 7 4 4 >t % » & |EEE Eurasia

Conference on loT, Communication and Engineering 2022 5" £ jtv € & °

TR % g RTE v B [85]

A

M nd AR P A B R T i ok i R TR B
SERRE S R W ERN IR 28 Gl P F LTS Pt R ITERN R

o pak FliEe - A T WA X TRERE L TR EG e [ 3E

A RHAATRHF EER R

W

g m ) (fraud proof) » s F 2% > X2 ¥
AL 5T Dapp sl P o K AEFLRRE R FELILT A
- & ZARFRROTREER
AFEF P e B0 ARG ERE CTRENIAERBE AP

RERBDZ 2R 2 AR B NEFREFLFIINE L F LR
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REMREEF RAFNOF L TG OEE AR T R TR DT
TREFLA 0 BV R 2 T A2 AR ATy R aE e T i’rﬁ??‘;iﬁ’r

- BHEHREFRROEL T o0 73 FLAMERE - TE S NI RE
AT RS R o M T ERFRBE OGP T EE T S0y i~
e Bk 5% (integrity checking) o

TERIRAR > AR FATR TRk BB B R IRE o T RIRIFET F
€ EZHIRBETHREDTY T REBE, (VM) P x EHiFE L
(operating-system images) £ Jis * ##8 o bl4e PaaS PR > ALY F 7 rigE d eh
B e gEas 3 3% mJBigfeaip R » il el # 2 -
laaS £2 PaaS PR 7% 4% AR * fgf *AEE T 5 VMo % VM engl if s Suph(images)

- aeig AP A ? g Timages | § OV A Fl A 3R

N

d ORI B AT o AR H R

g

I

T BR T 2 FRFE - ELHMS T 0[F Y F T g R AR

pas

% X & VM ehimages #  igit R4 H "ﬁ;ﬁ‘t/é}‘;‘:ﬂﬁ\?‘ﬁﬁiébf;{iE'JE'Jé‘ho Bk

PRI:F 7 £ 48 VM e ps ke 4 (live migration) » 42 # iﬁ a8
'fﬁ#ﬁtiﬁ?\? VM 2% ¢ SHPBIF - BAMT SHBE on ¥ - A7 o s i

% VM himages 3l FI4p 6k PRAFFE T € L% % - - sk hchimages & > kB R
VM s 5> @A # —‘ﬁﬁuﬁ’«ﬁ"ﬁ B ATHR e images © g 4 3| “fﬁ} S e £

- % % 7 & 15.1 v Troll-back attack | ## Treplay attack | » 4% 42 * T &

%z g s dd Troll-back | ¥ > TP VMR FRE R § BRI
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IR E o ,ﬁﬂ WREHEZ ZEEROFIE A 2R - AT NS T
fRH T R d o FAATHT pd A F LA opd

AT EF IR A2 AR FRE S VM 2 H SR TR AT 2o F hik
ME G &2l B EEFZRRFREDTEEP D & jﬁfé £
- B oRF G EEATRA A AT T R e R RS H B aaR
7R B TR ¥ & (real-time integrity checking for run-time
environments ) °
411 .&ﬁ#tﬁ_

LHEY T B - BRIATOT TpFr L@ i e o
L& E- B TEERT w0 5 hashvalue archive » @ £ HVA ;> 1 & P e
Lr R GEEH TR M A el ek o £ K eTi ek
AT B aER VM a8 G AR e e eI RS A

ek E 0 & - B & ek @02 [ key-value pair | 3e4% > T key-value pair |
F o™ o
<hash (pathname) , hash (file) >

"key-value pair ; & Tkey | % k7 =T % 31& | (indexvalue) » T4 %
“rip e TR T =% 4 (pathname) > Tvalue | 2 T4h % | ehfeis @ > 4
SHA256 # & 2P-3e %8 » @iz 3228~ ] 5 256 bits ¥ 32 bytes o = -

key-value pair -3 -] B| ¢ 2_64 bytes - & — & % % % =2 {5 > B~H key-value pair
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7 SHA256 3272 & > Fic e T imenf &8k > F]yt F &8s ¢ & 32 bytes < /] o

EHVA aes B o 2 cne BB VT AREBIOER 10 win

BEsomteTie kg [ Sk 7 AT
I'(pathname) = SHA256(pathname) mod 2VN~1  23% (2)
AR S e A Y

moarg R B D i B ar ) 2 o RIZARsY (agent) f o R BRER
AR TER S VM R AR GHAe T AR AR o 2B
RIS L F AR T RN E G SRR F s T
PR AR B R IR AR N7 € 5 A R e [104] o Blde e k- T e g
FOFRAET - MEF 2T Y FER Y BFEFUE RS Y fad T Rmgest

Jﬁﬁiﬂ» BAG 0 F|P L P \lg%%i;\:%}iﬁjé;é’(ﬁ; oM T R TR
Ml EeS k0 T %R [104] %5 #H e o Tk s ) (status code) P # BT
FIRB AT FR B 0 TR A (integrity ) o AFT 7 AT 21 gEPan TAR A o e
R A A TR E 0 Herd 2R 0 R 32-byter #rrz KoviE A -

BT o AR 17 o
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machine or

blockchain

Trusted of applications Library files
pp
remote N »

Local or virtual machine

fExecutabIe codes \

public

Hash values
archive (HVA)

L/

) 4

E:

Status

Agent
code gen

.

W17 2R SR W -

AR T BT

B (1)
W (2)
HE (3)

W (4):

Har (5):

Mk ge g7 50

RIS GRS G EPT s 2 RHAT JURES S

AR i HVA Bk g S

ANt S Sy R HVA ¢ chgeik B HF I AR o
RIHEHVA P ez fd - A F LR LB SNEY FH{oa R
PhEHBEOT ARG -

hok HFE o M ARAEN g ~l  IRE T W

TN T S RIS R
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Algorithm : Verify if a hash value of a file is valid. Assume that the height of the tp-Merkle tree

is N nodes.

Input: FPname: The pathname of the file to be verified.

Y: A one-dimensional array that stores an tp-Merkle tree; PB(i) denotes the key-value pairs

stored in the leaf node with an ID of i.

S: The latest downloaded status code.

1)
()
3)
(4)

()

I = T(FPname) // Obtain the leaf node 1D
X =1+ 2%/ Translate the leaf node ID, I, into a tree node ID, X
Y =¥[X]
WHILE (X = 1) DO // From the bottom of the tree up to the root node
IF X is an even number THEN
Y = hash(Y || Y[X+1])
ELSE
Y = hash(¥[X-1]) || Y)
END IF
X =] X/2] /' Unconditional rounding
END WHILE
IF (Y#S) THEN Report “Some hash values are not valid.”
ELSE
Compute the hash value of PB(l), a.
IF (a=¥[X]) THEN Report “Some hash values are not valid.”
ELSE
Obtain the PB pair of FPname in PB(1). Assume the hash value of
FPname is h.
Report that h is valid.

END IF

END IF
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+L 0 PB(i)&4p & tp-Merkle tree ™ - % i i ¥ & gk#773 3z key-value pair >
PB pair £4p 8 /2 & (pathname) £ 4% = ~ %% & (binary code of file )
AW EREA B o7 ke s i T key-value pair | ©
WPl B A > S S EE 1=3-X=11-Y=Y[11] >
- erwhile loop & #] Y = hash(W[10] ||Y)’ % =  “while loop ¥ ] Y = hash(‘P[4]
|IY) and Y = hash(Y||¥[3]) » % = # erwhile loop ¥ 3] Y = hash(Y|¥[3]) » #fs - =
g while loop i# #| Y = hash(hash(¥[4] || hash(¥[10] ||¥[11])) || P[3]) » Pl s »
pelld (5) # A7 1% hash(PB(11)) = P[UL]LTE 4p 3 7
TR EREZATUT A VM P oo R E RO T et AR P BT AP
MPUFRESEEHMEDRE > 73 3P Benut il Fa?&é—ﬁ*‘ué&? TR
# -] Tstatus code | i& (7 T +# o

iz Tstatus code ; ¥ rRETF AIBHT L EDOTIGA T 2R PT 0 & A

'— "Fl ?ﬂ“éél\‘!k] ]? ’ I,[l% ‘7[7#]3‘}%#}-7‘7 H* o
ST B AT R R S R A %

(1) #4975 ah %0 PB pair 53 HVA ¢ > 3-8 PB pairs B 41 chje
&R o

(2) #915 cfh ke PBpair 1 m = e i s & HVA ¢ o

L - N ’%‘;—‘54 € LR &Y R IT> & AT AR g T Esaa bt

#oo
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MU g A RERP e AT F N Rk o
4111853 F- Ik E2 PBpair 3% & HVA

B - B FBE S8 T e P key-vale pair # ﬁ{PB pair &% 7%
HVA ¢ > B 458 5 (Pi,Bi) Pi A% [ B E B /masesE  Bids ik
Mok = AR agek o A HVA ¢ F N B4 % n PB pair fei% & 0 STk A8 S
= hash(hash(P1||Hz) || hash(P2||H2) ||...|| hash(Pn||HN)) » #-#7% &3 PB pairs 2% & ¢
FeAchPfpd B a A TR REPMMFI DT ELIR S RERGT - B o
PB pairs fi% & B #a4s kB 3ga B > £ &k g v 4 o
4112 23 %o e iE mAfeEE A HVA

i RALR R St A E 2 m AR R - Bk

PB pair 32 & > 4o 18 ~ B 19 #77 o

: Directory d1

j File /N

d2 d3 da

W 18 : #h % B Erihent]3 o
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h(d1)

T
h(d2) h(d3) h(d4)

///7;7% //§?\<?\\\

h(fl) h(d5) h(f2) h(d6) h(f3) h(f4)

7~ NV

h(fs1) h(fsy) hifss) ™ hifsn) hifer) hfsy) hifes)™ hlferm)
W 19 : dp >0 18 #hk P &R ifehm < et gt

h(f): & femfeiziE o P&rdSemfeizie » N4 & db P &P "7 fhk e
A BB A Kk B2k T 1 h(d5) = hash(h(fs1) || h(f52) ||...||h(fsn)) 5 F 4 =7 > h(d2)
= hash(h(f1) || h(d5)) » # & ikt 5540 o 425272 » fjfu{;{i % S T h(dl) -

% m Rk R 0 B 2 £ Merkle proof %ﬁu? My ARRAE A
AT AE PR3] - 4oBl 200 ek 2 Al AR B S (T A AL
Al RS () AL A 3 R A E o RO T R A e je s A
4 e Merkle proof s 327% @ S b S 8.F &2 S”F ¥ o W :§” = hash(h(d2)

[In(d3) [In(f4)) -

h(d1) h(d1)
h(d2) h(d3) h(d4) | hd2) h(d3) h(da)
vl
hifa) | h(f1) h(dS)
Iy e

h(fsy) h(fsy) h(fs3) - hifs,)

(@) (b)
W20 : B 10 ¢ha 254 jeid 0 3 19525 E(@)=(b)
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412 R%%E%
%i‘—‘ﬁ_i’gf%ﬂ— PR B RE R ATHE IR HE T ’iﬂx%? Java #2:V3F 3
F %o 5 L4 & 34T java.security.MessageDigest ;> #% * SHA-256 i & % °
F 5% * 7 "uE_Machook Air 2014 > ¥ £ g2 B E % Intel Core i5 1.4GHz »
% 4 GB 1600 MHz DDR3 = %8 » 7% x 2L&¥_0OS X El Capitan 10.11.5 - # 7
PE G 717,976 B AL % 0 F e 149,487 B P £¢ o % Fengcd ¢ 45 FaceTime ~
LINE ~ Pages ~ Mail ~ Maps ~ Calendar ~ Preview {= Photos & # * e * #ick¥ -
A FEK AP PR RN DRIIT Sl L3 Lk gyt
BAERIO A G LB ESIEY o NS =X 5= &334 A
SRR RE kg 0 & 297& T kAR 5 80 L AZZRIRATR ¥ key-value
pairs cr#icE BB K F E S B REE o v 2 AR P AT T i sk o Fl G
FARRKOE SIS A3 % F - & PBpairs ¢ & gk Merkle proof sigi%
EPE TR A W EL PBpairs enseih E o RS R Rde k> S HENE R
Beged E o HE A SR P S ) IR B S Ehengeh (E > B2 H

BieE g o ok - BESBY 0 BT 2 5 nPB pair %0 A7 k3T

Pl Sl 2B S gt AT E S RA BEE 4 TR R &

3% 3% Merkle proof #7& 3+ 5 «03327% » ifcg ZRREPEFR -
Flut o F LR A K AR Uk 0 W E G 717,976 RS o Flut L H R0

G FAE AT 0 £ 5T SlcenpE ) > dod 60 B AT S B -
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BEARET O AAHOESEREF A AR > PV ME- BEZE SO HED
resizable eh— & 5| 5 2 p A4 0 PB pairs (ei: B o

% 6: % FHE T %3 T S8l §3)

Height | No. of leafs a B
4 8 89747.25 89908
6 32 22436.16 22646
8 128 5609.27 5794
10 512 1402.32 1502
12 2048 350.58 421
14 8192 87.64 127
16 32768 21.91 43
18 131072 5.50 18
20 524288 1.84 10

Height: Height of an tp-Merkle tree

No. of leafs: Total number of leaf nodes in the tp-Merkle tree

o Average number of stored PB pairs in a nonempty leaf node
B: Maximum number of stored PB pairs in a nonempty leaf node

TRRHEDEE AT AESBRTEE LT BT AT 0 H s g
RFEET10,-
Yol 17 “om ek S L E T B KRR Aok R %

g 2353 4111 shkey-value pair 2 ~4.1.1.2 chm R AR E 0 B AF

(53

TR R B S A R v X KGR E B g A% e PB opairs it h

HVA ¢ > rilaf- - o Ne F 2 Bk & 0 2 2 2 BIfE 5 Tpure integrity
check ; - T pure integrity check = key-value pair = j# » 1?’7 i# * java.util.HashMap
REGRTE R A B m R RRA RS iiﬂz i * java.util. ArrayList 2

1"‘5 TRROF E AT 2 0 R E R - SRt & E & 2L PB pairs
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¥ % * java.util.LinkedHashMap 5 7% -

Foh o R H R 02 b HVA SRR 8 9r G G e B ey
dede 7o

Pure integrity check £2 key-value pair 73 & cn HVA 7 B 4pfe > F] 5 & % ik
£ #-717,976 B % % 1 PB pairs & 75 7 java.util.HashMap 4 i ¢ > v — X u] g8
PR 51614 -509.2 4 =694 > 48 £ 6.9 ) &_F] 5 key-value pair = ;2 » 3 &
et 1 PBpairs B 4153 E R ALAS o m A ReA RS 2 3 B 149,487 B P &

1 717,976 B 4% % ch3eis @62 % 3| javautiLArrayList 3+ 2 ¢ > F B4 § o

a4

TERLM o §REBHR AL DEREI R A FR A R E IR

EE

EHIB AR o PR BN S TR R ARG

L7 e BHHVAR BT EE 2P

Scheme BleId-up Memory required (MB)
time (s)

Pure integrity check 509.2 57.5
Key-value pair 516.1 57.5
m-ary hash tree 566.5 87.2

Height=4 518.0 57.5
Height=6 518.3 57.5
Height=8 518.8 57.6
Height=10 518.6 57.7
tp-Merkle tree Height=12 518.3 58.1
Height=14 518.8 59.9
Height=16 518.9 67.1
Height=18 520.8 1335
Height=20 520.1 206.9
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T RO LHRRRA- BRFIORENR S LE G- BRFILHL LT

21
":

mr

SRS T AR LS 0 A BT E & P o pure integrity check # F & 3t

Ja

¢ 145 5 key-value pair = = § & >80 PB pairs $535 8 - =t o m AR 2 R

EX)
Ms

FEARAS LB R e TR AR B (£ 5 Merkle proof ) > & € 3

H

G A Rk o TR AR o B R § R R P A ]

)

Pl F RO F R D %P A LA AT 2 R A
BARS R RREEATHIET GRS AT K SNk 0 B g
e & 8Ly B o752 a key-value pairs #ic? LB AR BEE A2iE 12( 5 ) 0 b o

BAEF S L AR BB TR cpE R 2 B0 3t Ims 22 2 mse SR A 8 e Sk dicdy o

28 e ARNIE L BENE T (E e ms)

Scheme Y 6
Pure integrity check Nil Nil

Key-value pair 17.20 18.11
m-ary hash tree 6.83 18.51
Height=4 27.57 34.81

Height=6 7.10 9.13

Height=8 2.26 9.13

Height=10 0.47 2.18

tp-Merkle tree Height=12 0.22 1.90
Height=14 0.09 1.92

Height=16 0.10 1.64

Height=18 0.07 1.71

Height=20 0.08 1.57

Height: Height of an tp-Merkle tree

v: Average running time for verifying the hash value of a file according to status
code (in ms)

&: Average running time for calculating the new status code when a hash value of a
file is updated (in ms)
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TNPES OR EICTIN B S RS FEN R W R
EAREHL R AR R R o ATy Mac OS sk 4 sld 4

"otool | 4rfdc: L <ML oo B - AHEMWMARGER R * 3o

A ik 5 ende s B AR R 7R ? b4e FaceTime $4 {7 p% » § 4% » /System/Library ¢

S

usr/lib p 4™ s fp i Sk = 64 B o

~

i—‘ﬁ * overhead k= fA 2 amii BRI E Y Z R BERET

\\t

R At o A TR ) W 32-byte 22 ) 0 FIR T LT
47 % PR o overhead - B 3 S 4eT
Overhead= {[ (%> iz eI FFFRF ) — (pure integrity check 134 7 pF R ) )
+ (pure integrity check 34 (= & )} x 100%
F =% 4.1.1.1 s key-value pair = % 4p >+ pure integrity check = ;= § 2t
¥ X oo e 4ok ¥ tp-Merkle tree e 2 > F B ARE 12 () 2 o #ap

#t pure integrity check = i shoverhead B ¥8 & 1% o ded 9 #TER T R
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29 GHRGFEE §RFRBATFRAEFE 2 ms)

Scheme Facetime | Line Pages Mail Maps | Calendars | Preview | Photos
No. of linked
] ) 64 26 36 46 37 44 30 68
library files
Pure integrity
221432 | 124171 | 3283.03 | 3059.24 | 767.9 1069.32 70311 | 24815
check
Key—value pair | 1325124 | 5839.72 | 8985.14 | 8985.14 | 7080.80 | 9146.04 6577.50 | 13990.68
(Overhead) 498.43% | 370.30% | 173.68% | 193.70% | 823.27% | 755.31% 835.49% | 463.80%
m-ary hash tree | 263132 | 1600.37 | 3986.86 | 3986.86 | 1671.14 | 1960.27 1623.95 | 5923.20
(Overhead) 18.83% 28.88% | 21.44% | 30.32% | 117.62% 83.32% 130.97% | 138.69%
Height=4 3664.80 | 1853.77 | 4031.34 | 404833 | 1590.14 | 2081.20 144142 | 403162
(Overhead) 65.50% | 49.299% | 22.79% | 32.33% | 107.08% | 94.63% 105.01% | 62.47%
~| Height=6 2649.86 | 1413.86 | 3502.17 | 3356.66 | 1008.40 | 1368.88 919.38 | 2922.44
L:ZJ (Overhead) 19.67% | 13.86% | 6.67% | 9.73% | 31.32% 28.02% 30.76% | 17.77%
% Height=8 2360.94 | 1298.14 | 3353.99 | 3159.45 | 847.26 1166.02 77895 | 2626.08
g (Overhead) 6.62% 454% | 216% | 3.28% | 10.33% 9.04% 10.79% | 5.83%
& Height=10 224748 | 1256.75 | 3296.95 | 3079.50 | 784.00 1089.58 73028 | 2515.72
(Overhead) 150% | 121% | 042% | 0.66% | 2.10% 1.89% 386% | 1.38%
Height=12 222888 | 124580 | 3287.03 | 3069.25 | 772.44 1077.40 709.20 | 2490.30
(Overhead) 0.66% | 033% | 012% | 033% | 059% 0.76% 087% | 0.35%
Height=14 222206 | 124253 | 328548 | 3063.10 | 769.72 1073.20 70920 | 2487.20
(Overhead) 035% | 007% | 007% | 013% | 0.24% 0.36% 087% | 023%
Height=16 221772 | 124325 | 3286.10 | 3062.69 | 770.40 1070.26 704.86 | 2488.44
(Overhead) 0.15% | 012% | 009% | 011% | 033% 0.09% 0.25% | 0.28%
Height=18 222082 | 1243.17 | 3285.17 | 3062.69 | 769.04 1072.36 70455 | 2485.96
(Overhead) 029% | 012% | 007% | 011% | 0.15% 0.28% 022% | 0.18%
Height=20 221958 | 1242.48 | 3285.11 | 3061.05 | 769.72 1071.94 70548 | 2485.96
(Overhead) 024% | 006% | 006% | 006% | 0.24% 0.25% 034% | 0.18%
413 PHZ

iz = 5k (trusted platform module » i £ TPM) 2R % &% - 4% »

e B AR [106, 107] - £ 5 TPM # ic PR Fo > 7 0 ki iEARY A A8 %

P NS
P38
“

TR KRR 2 T DB SERT cA AR Y

LENR )f—glfi’ i®
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LR R R A 7 R e (B s ] o Sule et al. (2015) [108]/E 7 1 fieds b @
LA TPM env 13 2 2338 5 + 30% F ivep 3] - Bergeretal. (2015) [109]#% !
G- BALE T F 5@ (scalable attestation) efa il % o 02 AN TPM B

S TR (R R RR R FBACE R KA 0 R T b

BB R ERR AL B R ELENA TNRE T A R ER 4
SR

Mishra (2010 ) %= 7 W & 12 % ﬁé})% R x 2 B [91] s

i
4
i
1+
Ei
[axs

-

H g4 - & Symantec Corporation & ! *

Norton AntiVirus 2 &¢ > = EHE & &4 5 " #4444 ) (inoculation) - & m » iz

Wik

BrEME L B2RE A 2588 k5 0 laaS {- PaaS pR#x#-3] ¢ <o roll-back
H R ERFMSHRF AR AR R R A ke e
BE e Huph oy R TierERE ~ MR k3, (advanced intrusion
detection environment - fij # AIDE)» £ - BAh% B &2 Bk & % [110] -

Yue et al. (2016) [111] #

F-L

- R R R m R F image = FEH 2 0 5
TR U B TR R g T B e AR S 0 KRB B image chx L o

Wang et al. (2014) [112] #% 17 - B# 2P kBEEHE > 11% - B

$ =2 (TTP) ke & s sehz BT > ¥ TTP 3 2 o s B3 il Bep
REM RGO EET A BRY R DL FEREPFR L ERL

Kaczmarek 4= Wrobel (2014) [113] # ! 7 — @ § ¥ & Linux %< e > e
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MR B ERERSHRFE DA B ko2 EF AR € 32 Linux 17w
Z B % Linux 467 kstetelpF s Linux $20 g 2 BB R - Ra o wfa

FREERY DT IEY IRE O F) 5 ITE K S animage €0 2 PRI B 7T

iTE ko ek e 0 R] kAL (lintrusion detection systems - # £ IDS) 31
427 BLB L [114-119]-1DS & - A E ¥y ¥ 2o sk k TR & Rk R B
PR Py (W REBCRRFE ) T ARG RRELT T EE
Lormenidlo @ - fEr BER AR FYEERL BB TH nE 2
FOMBEF NG RTERIED - F - BFT AL AN AR B B
Garfinkel 4= Rosenblum (2003) [120] # 17 - f&fi 5 " mHHB BN btz
(virtual machine introspection » #§ £ VMI)» 2 8 E ek im > d & 4854 i &2 VM
monitor & pB 3p 3 % #»’rrgé%ﬁ Srdg WTengc R R AL 0 B 7 4 5 o Ibrahim et al.
(2011) [121] 4% &t CloudSec % #r3% % » 5 laaS Z =T 5} ¥ 4 O 1 BH
B0~ P Ao pE g > 3 o CloudSec 41 VMI 0k 0 4k 5 48 B ehd 48
e T FEFoicR 7 A7 LRABRPBEY X EERE 2P AT S -
Hizver {- Chiueh (2014) [122] B % 7 - B *@E P THRBHER f s> &
TE G RPIE AT 4 (- AR ROT EEE ) R fop B R s
E {70 i cha 45 o Garfinkel et al. (2003) [123] #& 81— a6 =35 B 44 5

Terra» 3% 3 H & * M TS BTARE (TVMM) #— B Eichg 8T 5 o
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AL BB RBEBEE - A TVMM 7T 1 iv L - BF £ 3 > RnH S
PR U R B E F el o e o nRPFELF A TR ER K
Trddr o ol FERZRY SHPIRHOT o o

Wei etal. (2009) [124] #% &7 - & VM image ¢ 3 & s> * >t 4744 image
B B E KR X G S feg L i skhimage ik B IRl F 0
Bopfeiz R % 2R o A o hF A ALY > 7R 2 H L ES B image TR

F F 45 2 0 plfri 41 B F - Haeberlen etal. (2010) [125] #& 417 - & " ¥ §

—3p

h#EH EZARE  (accountable VM monitor ) v 7 B A B E Y P K
Pk s FEs R Ta L R p ) ERiRom 1 F - Santos f- Lopes (2014)
[126] 417 27 LR B> % > v A Ttrusted computing ; £ " model

E“_ s

checking ; & 78 #¢ & : Ttrusted computing ;| ¥ %t/ #4% B e tg:e

\}\

"model checking | # =%t en® FEfe B I p #25% % - Winet al.  (2014)
[127] &£ 37 - Be#HE 224> % g s aBERRR G2 DL T &
B ERATHE TX 2ERE | €22 RUP FORZES G- T ¥ 8
Mt SRS BORFAEE LR E2E > TR AT OREBEFT I R AR
feipreaid ¢ B THAERE > AR ERDEEF IR SRS TE
S v e 8 F G A E R e E o

Viswanathan {= Mishra (2016) [128] #& &1 7 - B#c#l 4 so> 3F* (T ¥ ki

E"f’]’f"i:\‘»‘]ié ’;; ’ @f’?*é:";%‘ /;‘S:‘fuil}"‘;’ ?J“i‘fﬁr’&f jf”’ 7 Pf‘"\-_h]]\ ?m{ FX ) TI%E‘:E_
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B ecenE F o Web RIREP ch® B F 5 0 SHA-L j22 @ > @ * TPM 473 %

FHE > T TPM 0 NV-RAM it ? > & > NV-RAM &2 L 4%

b

7

FoF AT 23 RHAEGEBEH R
ZHERBY ’?t‘;’.—”"lf'i?féi—),ff%ﬁ e 5 §&H B GldcZ s A

2

-\

fFBF om LG HRE T 577&%’_351#%&57‘?7}’]?%57?%? o AR E R %

:‘aklfﬁﬁﬁﬁﬁi'%ﬁir})@“/‘r}mh}iﬁm‘?IF'*F‘,’&V'IF’/EE]E-AI“’ ¥ IR b BeF A
FEN? 4ok 9o dofe e ) T2r g P | (fraud proof ) & Fpa i 2 - e i
Tk @Rl B FIS AT SRR o R F &2
NF RAMBE G RBEROLEI AT IRET T REDD P S RT
Fltx fE s TARGUR A jod g RHEE P B N F RGP o Bk
Bt FIR T OUFRERILE - BE R ET 5o e oG RHAALG PR L D

U] R P e RS ERR D F - LS g

EHLFoFE- L2 TEZE S BB SR AT BB 5 TR

h g b A At £ 3 F A d © (micropayment) s 5 b oo

T R ARG e B TR B RHARE & A T Fens b bl R e

P2
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R4 e 0 RHAADT AL RGP ) 4 A2 R A

¥ X g LR S U BT L TApERE S R X RE S T A9 I
SiTEdR LY E RR TR P AT R L R RGERF ok
Ay R RFEOTRE L RO JEBBFTRGEA LT BB
F Ay RHAARRA S BN DRAS R 2k S HEAcR 21 -
Runners

(2)Deliver photos

<

ﬁ
[
[
< [
ﬁ:

S o

(3)Select pictures

and put records (4)Receive reward

(miners’ fees are (miners’ fees are
required) required)

Public blockchain

-
A smart contract

— —_—

Organizer Reward

deposit $$ | function

Records

(1)Deploy smart contract
& deposit cryptocurrency

Organizer
W2l: A3 -4 203 pdahp e L i
BT ) BT
HE(D: Ay Ly oy RRMNRFTLEY 2 27 RARE

Ti&‘iﬁr ‘J m"‘ &LLI’JIJ:}?T)»Il‘Kij’—mF]‘E”'F‘ ’Ijl__)‘ ,4};}'& EH;%’;}, o

-84 -



BB () F - EPE L URE S R E L R Ry T o

HF (3): & - mgpsF L R E RS AR e Y o

HF(4):F - CRPFFRE RS AR R R E S RO

o P HiTorE - EPFL S AN P Sl ge o

R eHI(3) P A - LA LB ESL HF; (4) ¥ 5 - £2L
1F A2 ER G ERY ORBELSF N E ELEE ST a8
o PR L G P FLERARH L PR I NxKx3L+Px82-

PR o B E S iR R BT R E R AL Ay

“‘*ﬂ'\

AOBEERE R R AR e b B S U RA A FHI R ¢
WH R FRREBELS AR SR T AR L dFHIF o2 2 8
o Byt LHJ/ANT - BRI DG RHLMDOLIITE BB G LR B A Sy
AHIE 03 NxKx3+Px3% PR F8+Pxd 7! hE& i ks g
RAHBHLIE NG E - SERFARGRYORRRE SNFELH - TS

LR A A ETFIE A D A RN AR ERE L BT 2R

Yienp B 8 EiE GRE A o

PORAGERES RS RAMAL R At Hend b o E IS
TEX 2T ANV L EORBRTRA D WLL S AR PT R A AR RS

H1F o ERG - B2 i (trustless) % ¢ w24

=
fb
=
"
EXY
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g PP 0 AR S 2 i kD Tivde e (fraud proof) » Flpt o &

e

F A - i[%;']ﬁé_ff{zifj_%i?ﬁ.fsfjﬂ%fﬁfﬁﬂ#ﬁ’)L,"lﬁii#ﬁ?%ﬁﬁ SE IR O TR

a4

RECEVE'ZE S WAL i3 gl il ‘?F’.‘j Ao 4r@ 22 -
L 4% * 7 public blockchain-based Proof of Violation # #] - Proof of Violation

= > o4y = =3
I‘J‘\z’g’ ;’ﬁg—l?p’g L @

T
:1»\:\
2
Rl
=
#
Il
s
s
Iy

G el oo 0 TR AR
P o Pl e ps b P2P enl B % kA %k %o (lInter-planetary File System >
BAIPFS) 2B AP A g e i o F AR R 4R B 21 -
AL EFENEREELS T EPFRERBE Y OEERY 4 L7
(organizer) jjeB~indg &% ¢* L HLJHFFARE T > L AR R kEAP

R S T REEES SRV A WIS RRERI O IR

>

REN BT AN REMADE Y T F R AR LE
FAAFIRA G 2R > R € R pEE ] o

PR POV 4] LHE AT E - F bERITRRIL > HASE 2R
THEAL RN o R £ 3 chain-hash s 4] [99] > &k 4o
Mirequest = (PK_R, P_addr, IndexValue, Number_of Downloaded_Photos, SIGynner)
M'reply = (M request, ReWardaccumutates, hash(Receipt™), SIGorganizer)
B¢ D PKR Agaf g o
P addr ¥ fFehe X Py o

IndexValue £ # i% | (Receipt) = T_= B so #75 3E «9% 31 " indexValue |

h 1EL

-86-



4 TPK R, # # (concatenation) "P_addr ; = o
Number_of Downloaded_Photos {&a—*ﬁ ERT TR
SIGrunner H3a F chilfici= & & o
AyEP el F et L1 0 g v R A M'reply 3 4 % g’ M'reply e TwiE

(Receipt)» ZZwif 174> € PP GHE > s I LA LHE) 2F IR R

“\5\&

FP2P e T B kK AL B AP
IVlirequest {q:r -] i%% £ T\m",‘% f, °
Rewardaccumutated 231 P o 5 b P_addr ense 289257 97 R 2hendp v > F L
P2 T 0L ik gt L i Rewardacoumutated S fR B AT G F 0
hash(Receipt 1) £_f, >t P_addr iz =3 827 chi — = w i chgeid @ o

B § Rer e g o I IF L KA kTP Y 2R w o

AR AR Rt BREe - LR AATR £ Ntk 2 Y e SRR

REPRLIERFELIRY I TR PPFERBL LKA AR g Ry

B

CE SRR E LSl S SN

N /

,{; :*J{’}E‘#’7 * o a4 PR gjg_i%%\}—.f,}jyl

ETIN

TR GE B - BT SR 3y ST B RT B R AR

e if o T TMaXRy (GRS A T 8) 0 1 BT & 8 e

i
3
o

-87-



q.t (}\)/Icerﬁ(?éiéf_ (2)Deploy smart contract |u_—
/. /. runners infos "
l )l ‘ ' — a___
IX XXX X Organizer (6)Create tp- Smart Contract

Tp-Merkle tree
for runner information
(announced on IPFS)

I

Merkle tree to
store receipts

1
1(7)Audit 'L.i
(1)Register : .ﬂ. ‘,-\‘».‘,.‘.-'f-‘,‘. .ﬁ.
. Tp-Merkle tree (9)Get reward
(7)Audit for receipts By MaxR
by »+ (announced on IPFS)\\

Merkle .-~

’ N .
S prf),qﬁ" \ \éudlt
tad \
,/’ \\
e (8)Check
(3)Send photos MaxR

\

Photo

Runners ;
providers

W 22: pd b REHREBH AFRR
B o BT
HE(D: BEe i d SHHF LY A LR - B LA
* B & - & key-value pair "<H(PK_R), H(ID)>, » ##& = - & %= B it 73
AT © 4R L X Ed g dhkey-value pair o TPK_R ;v TID ) 4 W] EF - i
a3 chpublic_key fr ¥ 2 ide g4 30T g8 L T NI A MG AR

SRR TR kA oo

HF(2): AFESE AR LK R LR - R BT 8 R B i 2
Pl R Y A GBI o LB TS Bk

P RBAR BTSN AT £ Nl AP TR 2 R o
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BB (3) W EEL T happ R Y Bk y o HHERTT o
HE (4) 8 E TR TR R BERL T Meqee ) BL P -

ﬂ}% (5): 273 f2 3] |—Mrequestj ’ g AR |—MrepIyJ ﬁ{f\';zﬁajﬁ ° erepIyJ

[

M A "'w i% | (Receipt) »

HI(6): Lyes #rig ch D wiE | inge)

\“‘"
i

(R
(s

|4
!

Bt T B ARE R  BE E o BB AL o B R A S e R
e iR P RH4b e
HH(T): 5 - gk T IFER 2 T w g T A6 2

¥ B 5o pen T Merkle proof | i& 7 #84% o 40 % # MiZ W 5§ AL BT M"f

o
=
ud

AR PIAT R £ K 6 p AR R - i B - R

< FOURF AR R 0 Blde iR MaxR ELF A ?

,9#(8) & - +3ED E?F“"TS"’ "E i\- ,,_-)*5%6"71 I AR F B

>

I

[
=
A
=
13
gaz
&
P )
T
(1 4
pat
=h
ek
_“7
m«

W iE :“—gf&;{j}iﬁ'}’ﬁ%é FMaxR | -
B (9): 5 - P A BT o w iE MaxR fed i £ 907 aht e

Bo#gdirrpe s Paiizge o

PO RAFER AR g el g% (7)) 2% (8) HAF LM

Foobd i & 0 BRG] Ee- 2w JUF RN Y SRR P S

i

GXia TR VSRR Y R LR Y SR PR AR
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2

ERf - £V iR E - F Y FA R RS Y RS 50§
v iR h o FPEEETY AR 4 o

1~2%F3 :Iz.%—ﬁa—‘ﬁ Filenw (5380 edkan? 37 (FPFFs v UHFY 7))
B (L) 5K e h4F L3P 2 LA SRR FE
B (2) 5ag ) v iR GREY FOTL B F AP
B (3) i FRAFT G F o R w EHE AR £ Y e
B (4) 55 SN & i ¥ Rk 4 o @y i ¢ Merkle proof -
HA(5) Hi e RAEEEF LTI MY > FLE PLEFHFO +
AMBERF WY Fo T FHFEFEELE (FTw )o
%2 (6): 475 & Ntk & v iF eh key-value pair 2 2 Merkle proof » i 8 4 i
& ¥ eroot hash :2 (71 4+ 4 -
HE () FRLE BlY b o ¥ %o P & QEBR Y & KTy

3 CREL I I

PR REE

2~ MaxR % % .7 & fEen? 3%
HA (1) W (SR8 3y ) AUPFS ™ 10 v L s
AR W R TR o
HF(2): FHEF (LH B Y 5% ) & B hash(Receipt™) &
Rewardaccumulated % & & 7}%”}% o
'H}'% (3) . %""i%‘?iﬁﬁ 2 H jfibf-)- ¢ ’ﬁ:—ﬂ ) 23 ﬁu%’]ﬁ“} 2§ iy i g
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Merkle proof 2 + 45 £ 9:2(7¢ 27 pprfm » ¥ 2ARE £ -

HF (4): 9 £ 9% & 52 Merkle proof #ici> % 3 &7 I /x> I /i

EHIE FHEFRH Y o T FEEE (3% )e

#H 3 (5): i £ Yt & v iF <o key-value pair 12 2 Merkle proof » & & 4y i

& Xjehroot hash i 71 4446 4 ©

L IO E £ RUIEEE RS FEE S S8 FEAL

L A A

422 RS

LHFHorit * T T ETL 55 Microsoft Windows 10 & ¥9% - 117 &
Intel #z232 % Core i5-7400 3.4GHz ~ = a4 16GB - i# * 12 % 3# & Ropsten test
network g 1% [129] > 2 Solidity 3% £ 8 i & ) c wiErL json £ 8 » Fpt - &
v iE < X §_614 bytes ; @i B s R Python 7 8 &5 -

SRR R PR v g & T 4473 w i - key-value pairs 4 %

LEBEAD FP L H AR T h- BRF D27 LB A LT b ftE T o
E G PR OY o TRI BATE AP D RGN ATE RS PIT F R Y

dod 10~ 4 11 9SS % M7 L7 1o
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210: 2 R BRI T-RABHNELRF

Height of tp-Merkle tree | Storage space of tp-Merkle tree (MB)
15 2.4
17 9.7
19 38.8
20 77.6
21 155.2

FUFESTRELE

Amount of Receipt Storage space of Receipt (MB)
50,000 38
100,000 76.7
500,000 387.3
1,000,000 774.9

§2.334) ¥R
P REACE 10 2 > Hoo B R ARAF R OFTREFF R

& g ArRE T chkey-value pairs #ic® 310 (7 ) T RE > H H Tk B4F > P 7

§ 48 7 e Gas o L F BT AT GRIE  EP R eyt o ded 12 2
13-
2 12: 5L v iEag PR R
Height of Maximum Time of scan & audit
tp-Merkle tree collision times Receipt (s)

15 25 4.95

17 11 4.88

19 4.95

20 5.02

21 5.08
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% 13:100 F L v iF 91§ b P

Height of Maximum Time of scan & audit
tp-Merkle tree collision times Receipt (s)
15 306 110.69
17 93 118.91
19 36 146.62
20 22 157.48
21 10 165.13

b RE RN A MR R S F R LR § @
L Gas e k%2 b H F R LA > Gas 2 Gwei ¥ 1= > 1Gwei = 107
ETH 2 F 7 293 & el 4 P RHAGE A FEe F 1 GEFR 25 %4
FE4T MR £ e S (FAR) > 47 ¢ root hash ~ FEREF A AR~ w ik T oék

rrEY R E o BT ¥ 0 4o & (Assume 1ETH =USD 1,000) -

214 GFEFREHNF R F

Gas consumption Gas Price ETH usD
Fast (20 Gwei) 0.06784 67.84
3391882 Use(10 Gwei) 0.03392 33.92

Average (4 Gwei) | 0.01357 13.57
Cheap (3 Gwei) 0.01018 10.18

2015 M-S AR £ IR S G a1 B

Gas consumption Gas Price ETH usD
Fast(20 Gwei) 0.000429 0.429
21.459 Use(10 Gwei) | 0.000215 | 0.215

Average(4 Gwei) | 0.000086 | 0.086
Cheap(3 Gwei) | 0.000064 | 0.064
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% 16 : } @ root hash #r § éhgh 1 %

Gas consumption Gas Price ETH UsD
Fast (20 Gwei) 0.000879 0.879
43956 Use(10 Gwei) ' 0.000440 0.440
Average (4 Gwei) 0.000176 0.176
Cheap (3 Gwei) | 0.000132 | 0.132
317 HEPFLAEY T 1 PR 3
Height of Gas ETH uUSD
to-Merkle | ¥ | . ;nsumption | Gas price | Gas price | Gas price | Gas price
tree (3 Gwei) | (20 Gwei) | (3 Gwei) | (20 Gwei)
1 198166 0.000594 | 0.001982 | 0.5945 1.982
b 10 254755 0.000764 | 0.002548 0.764 2.548
17 1 212465 0.000637 | 0.002125 0.637 2.125
10 268835 0.000807 | 0.002688 0.807 2.688
1 224267 0.000673 | 0.002243 0.673 2.243
19 10 283197 0.000849 | 0.002832 | 0.8496 2.832
20 1 235560 0.000706 | 0.002356 | 0.7067 2.356
10 281276 0.000844 | 0.002813 0.844 2.813
21 1 238281 0.000715 | 0.002383 0.715 2.383
10 288410 0.000865 | 0.002884 0.865 2.884

Y is the number of key-value pairs in the leaf node.
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£ 18 Ajedhw iE2 ¥ LT OB}

_ ETH usD
Height of
Gas . . Gas .
tp-Merkle | ¥ . Gas price | Gas price ) Gas price
consumption ) _ price .
tree (3 Gwei) | (20 Gwei) | (20 Gwei)
(3 Gwei)
15 1 193263 0.00058 | 0.001933 0.58 1.933
10 251157 0.000753 | 0.002512 0.753 2.512
17 1 207562 0.000623 | 0.002076 0.623 2.076
10 265237 0.000796 | 0.002652 0.796 2.652
19 1 219365 0.000658 | 0.002194 0.658 2.194
10 277678 0.000833 | 0.002777 0.833 2.777
20 1 230867 0.000693 | 0.002309 0.694 2.309
10 279599 0.000839 [ 0.002796 0.839 2.796
’1 1 233379 0.0007 0.002334 0.7 2.334
10 284812 0.000854 | 0.002848 0.854 2.848
Y is the number of key-value pairs in the leaf node.
£19: A/ E MaxR 2 ¥ #5731 §
_ ETH usD
Height of
Gas . i Gas .
tp-Merkle | ¥ : Gas price | Gas price ) Gas price
consumption ) _ price .
tree (3 Gwei) | (20 Gwei) .| (20 Gwei)
(3 Gwei)
15 1 361500 0.001084 | 0.003615 1.085 3.615
10 461810 0.001385 | 0.004618 1.385 4.618
17 1 389901 0.001169 [ 0.003899 1.17 3.899
10 489858 0.001469 | 0.002652 1.47 4.899
19 1 416330 0.001249 | 0.004163 1.249 4.163
10 518726 0.001556 | 0.005187 1.556 5.187
20 1 426449 0.001279 | 0.004264 1.279 4.265
10 523824 0.001571 | 0.005238 1.572 5.238
’1 1 444246 0.001333 | 0.004442 1.333 4.443
10 538101 0.001614 | 0.005381 1.614 5.381
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423 WMy

Hasan & Salah (2018 )[34,35] & * ¢ * ¥ R dgls f 41— B2 ¢ ivenl i
2P | (Proof of Delivery) 284 > 3% » Al A KA > migd s
pEe g s A g AR (dispute) F AP DF R - B OLDHY =S BTG

W # % o Yitzchak et al. (2018) [130] F 8 * o * ¥ Bo4d & - @R

5> A B2
‘5» W /_r:

F_L

9 10T 3K & endicdl £ AT B % H > AL 5 [ Proof of Distribution ;o p # %
g b 10T § 2R 4GB F RB Y o dopt ok 4 BB A% b N L RBRTE Sl

P Flot 2 TR 10T K & 5 % 2R F » Flet 10T ~ fu g T8+ % 242
7o A T4 (patches) > 12 f 3K i Bl s B B R o i 2 sk e FeR o
0 R r %f'g J(distributor) 2-22 7 loT gk enifmaE > loT X & { 372 = >
¢ BB & 942 - B " zero-knowledge contingent payment ; (ZKCP) 1 " %
TR RS S gt ZKCP P & AP S o kA 0 24 T R
ORHP | FRAFRGESEY > TR ENAL I ERSFHLE (1
AP R HAAEL (TGas ) 4ok 10T HM { srenE el o 4 4B 5 b
Gas > Eg#R 3 L {ENE o

Feng Liu » Zhefu Feng ¢ Jiayin Qi (2022) [131] 4 41— 78 [ " % sugad v

E3 52 @EadkF AT 5 (Blockchain-Based Digital Asset Platform with

Multi-Party Certification » f§ £ BDAP ) 3 i~ J& * 425 4 & (application interface >

AL APL) > v 22 f ¥ 274005 F enit s & i (supply chain finance - ff 4 SCF)
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BEL e #h chi & Pied  threshold ECDSA e 2 ici= % & » M 2 ¥ SRt

¢ 2£% (verifiable Byzantine fault tolerant - f§ #£ VBFT) £ g b2 % 2 4%
ot RS R iTe SCF AL P15 S s KA v Bt P b SRS

gt AR PAREEA TR
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IR B Ak
Web 3.0 it e 3 5 2 fF (Metaverse) [132] > ¢ i3 2 FEwd+

R PRaa o Fhd i RICBER L mEF 2R At g 2y

4

|
[
Ak
1%
Ak
ks

|

T A WA TG LR F oA RSP E R g o (A
2002 # 4=iz 4 0 T Second Life | m#+ & [133] T 2 — & ©

A Web30 A2 H MY W hd P wi T S s AR T
PR FE > —“,;‘ 2P it ke XA P Web3.0 502 P it I Sk A
SOWEMEEL MNP R A ETRZT AP RN AR - B oo
MR A DR TR AL AT RERR LT A AAF TR E T D
P e

% e G ITU #r3 & RS EE X800 % 5] » it >#7F E 1P

3 o~

!

s #8%12 (Confidentiality) » 5 & F#273 £ I A G4 fp ¥ “rrk & 55

.y

FOUAH b BFE 2 > 4o RSASDES £ 4 RiF B2 0 A% 2l
o Ao 85 4 $e B VPN ~ Secure Soket Layer(SSL) & Hjtri 3] -
- = FE (ntegrity ) 5 # T2 XA GHREDE e 7 U1 Feim g

I Y T R Tl PR Rt

W

~ 7 i (Availability) > 5@ TR £ FIH AT E AL S FEERA L

RRPL FUR Y Fe AR AR RET]
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w ~ 324 # 12 (Authorization 2 £ Access Control ) » F L enig * &

>
—=
halrd
i

PR FIAT LY R K R AR ELE L kit -

I ~ B (Privacy ) » &4 % 5 &7 0 chdoghe s g A o
= ~% ¥ Z 2t (Non-repudiation )» & 7 7 = £+ 2 g4 (authentication )

BRBF T i E R B ERTET]
EEFERY P mLG ER- BT LEP 100%LF Ak 0 £ RAL
Flb o Aok BArG ch b oA FRac 59 7 3F (data attestation ) p oS £ R E 4 o
1 #2547 (auditing) & §F § (accountibility ) » 4 & F 3% 2 # 3 chz -

Jl ﬁg/i"@"’ BiL FFB {E °

d WG gy % idﬂz 3 0 T B s mttp-Merkle tree 3 14 T = BRaF (L
- ~BJEZEF] A - LFHE & 64bytes FF o
S~ L RTEREE R

CF OB R A 2 F ens A(proof of existence) o &2 %7 % 73 f(proof of

fu

inexistence) » 2 H_% @ 7| & < (tampered)

» 2% %% 1,048,576 > 4 S a0 1

/hﬂ

IR Ee X

=

2

Tﬂ&

SRR MR 20 167 TRESRT G- AL Ty
iy o TR AT S B R £ 2701 S g F - B F AL - i key-value

pair 33 > — & key-value pair it 64bytes » & B %_i= B 5. H<1& 8L 2 32bytes » 7]
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=%
:u ]? p/;i.m;"_

¥ ¢ £_: 64bytes x 100 § + (2°'-1) x 32bytes ~ 125MB o 3 2 {7
BE- £k Fs g4

& (clearance) -

RENER4

-vs\

1KB - 1KB x 100 § =977MB » F]pt 2\ {0 ¥ rigi » i

T B Z 125MB » F]pt 33 % ¢ overhead
(125 + 977) x 100% = 12.8% -
dH=ZF 5= 8334 8w ¢ T
HoRT R R 0 e E

B SRR B AT 10 11 b > H ook A

= 2T 157% 2% key-value pairs
10 B 02T 0 H i BdF 0 217 =131,072 0 Fpt i MR L 18 AR
BrkF ¥ 100 § &

\“”.‘

A AGERTHR
*EAZE L0 B o 7B

& 2L 3273 3z e key-value pairs #ch
i# key-value pair iz 2% &_it 64bytes 7 ¢

~

8o Fp
ch BF € % % 164bytes x 100 § +(2'%-1)x 32bytes =~ 69MB» F]p* 71 % 1 overhead

=
(69 + 977) x 100% = 7% - #1141 overhead © % 7%m 2 o
BoPELS TR L BN MR e BIEF % Merkle root
P FRy4a TG - SHp o HY
order £ timestamp > 2 =

i@ -1 Merkle root > ¢

PPN
g

clearance

i# key-value pair » % clearance record » i3 <t Ffs¢
LH S PR AA BRI RLY c L ETR Y nRET

<

Ri> ID;j i Ch;>
R; #_Merkle root -

ID; B2 510 » # 35 40%F » @ ¥ A_3p clearance P+ £ timestamp
i £4p clearance order - & it £

g2 e
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CH; &_chain-hashing > 45 ] - i clearance record - ¢ i & $) A 2 -
T R H4E Y AF i & X 75 % ehclearance record % (i chain-hashing
P Fo R AEPEREARS E R Ao RH4a T I & A - B clearance record - ¥
¥ M S g oo clearance record ek E_F G SR e
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registration authorization
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N /download ,
e authorization\ \&
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Users

Copyright
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s (sidechain) =iz * > 2 :z 2 sidetree protocol » & {8t 77 % ﬁ M IR

2

2O G EEEHT UG RHRER S TG AE%RES T ATV - X

(ecosystems)> ¥ F a2 & H @ R 8~ LEFLY&T # SRk
3t e
ook pF T i B, 0P 4 % (mediator) » 3% & & 24 i ¢ fL 54 7z
—

> 2% R (security protocol operator » f§ £ SPO ) > 4 @ RIZF ~ A 4FF >

fE TR @0 ) FHAR > E3% SPO BB EL G R HARSTHL 0 B

EX]

¥ ¥ 4. H Zhecky (single point of failure » f§ 4 SPOF ) «R* 48+ e _% #icen i ™
T A g —Ef\’)”ﬁ T i’ﬁ«éﬂfﬁé‘f”% s ] 4w W E T @ Fu)fﬂ”]—} 5 B fi“’]"_ PR 7251 SPOF 9
RRAE o BTy "}5‘ 3t o bldoi@ ¥ pepRi% (microservices ) [134] & & & 3 %

v (high concurrency ) [135 - 137] 3 4 2 4
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