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ABSTRACT

With the rapid development of technology, players can use a personal computer to
play a variety of games. Of all kinds of games, online games are the most popular game
type for most players. To obtain better achievements in online games, players begin to use
game cheat to achieve goals that cannot be achieved by individuals. Due to the above, cheat

detection becomes the most important issue for game manufacturers.

This research proposes a cheat detection system based on image recognition and
supplemented by data detection and compared VGG16, ResNet50, MobileNet V2,
Xception, and Inception V3 in an attempt to classify honest players and cheater aiming
trajectories. The results of the research show that Inception V3 is the most accurate detector

of honest player aiming trajectories.

Keywords: machine learning, cheat detection, InceptionV3, Aimbot, FPS
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A i {7 Inception » Al i i & H ¥k > 4rBI8b > 3+ 5 & &

A _Bl8a 3% o

17*17*%640 17*17*640
[ Inception [ Pooling
17*17*%320 35*35*%640
[ Pooling [ Inception
35%35*320 35*35%320
(a) (b)

B8 ¥ gl o yidi) adbEs
]t Inception V3i¢ * stride=2:% ff & &2 56 it K ¥ {7 4% (712 ‘{ﬁ] F=7idi- 1) %Tﬁ

4ol 0 Bt 28cE B PF > B4 @ * bottlenecks ©

17*17%640
- 17*17*%640
3*3
stride 2 concat
£ £ & %
33 33 17*17*320 17*%17*320
stride 1 stride 2
'y 3 conv Pool
3*3
*
1#1 1*1 stride 2 35%35%320
h/
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B8] 9 Inception model
CESEE TS ERES SR
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2.3 ResNet[10]

ResNet > % Deep Residual Neural Network » % VGG &% T#j cH/R N T AR AR
5+ (Residual Mapping ) » S8 7 7 € AT S-c > 27 2L R4 R 4 R 3L 0 B
105 — 1 2 A ¢1 Residual Block » 3%k #-7) mﬁi@l >EOox BEAITE Y Pland s H
(x)» %_% Residual function 2 F (x) =H (x) -x>i&a %8 ¥ Hucd 2 F (x)

+X o

weigh_t layer
}“(x) lrelu

weight layer

X

identity

] 10 Resodual block
FlAAEZ DIDVHUR R BV RPERY o X 050K cndEed o 00 F1b e
bottleneck ekt » * 3 E 4 X § e #c o M £ A G i T RS I AEE
HAMEAR 0 A RS ERAF SRR GURRT o B R PR R B

B ¥ o KIB12F TE} d1 > & ResNetS0en 3 & 2207 & H ~ ik ;7o T > ResNet34£
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256-d

A

A
1x1, 64

l relu

3x3, 64

l relu

1x1, 256

(a) (b)
] 11 deep residual function
layer name | output size 18-layer | 34-layer | 50-layer 101-layer 152-layer
convl 112x112 Tx7, 64, stride 2
33 max pool, stride 2
1x1, 64 1x1,64 ] 1x1,64
conv2x | 36x36 [ gxg 23 }xz [ gxi’z ]x3 3x3,64 |x3 3x3,64 | x3 3x3,64 | x3
e e 1x1,256 1x1,256 | 1x1,256 |
- . 3 - 1x1, 128 1x1,128 T 1x1,128 T
conv3x | 28x28 gxz iig X2 gxg :ig x4 | | 3x3.128 | x4 | | 3x3,128 | x4 33,128 | 8
Lox tse I Lo e 1x1,512 1x1,512 | 1x1,512 |
- ; - - 1x1,256 1x1,256 ] 1x1,256 ]
convd x | 14x14 gi;;;g x2 g:; ggg x6 || 3x3,256 |x6 || 3x3,256 |x23 || 3x3,256 |x36
L 27520 ] L =% 20 ] 1x1, 1024 1x1,1024 | 1x1,1024 |
- - - : 1x1,512 1x1,512 1x1,512
cowSx | Tx7 gxggg 2 gxggg <3 || 3x3.512 |x3] | 3x3.512 |x3 3%3.512 | x3
L 272,002 ] L %2902 ] 11,2048 1x1,2048 1x1,2048
1x1 average pool, 1000-d fc, softmax
FLOPs 1.8x10° [ | _3.6x10° 3.8x10° [ 7.6x10° [ 11.3x10°
] 12 ResNet 4§ 7 1 (ResNet34£7 ResNet50:- &5 £4p £ % %)
2.4 Xception[11]

2016# #% 1 » Xception B~ p Extreme Inception > # Inception V3enzh #F b » Fx *
7 depthwise separable convolution P~ % 7 J & Inception V3:1% § » ¥ 4 » ResNet ch
Residual Learning - # %8 %2 ﬁél Bl13>d % % module 2= » %= & 3B flow—
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Enity ~ Middle = Exit > Middle flow ¢ £ 458 » J€ Bl ¥

H 2 ipe @ ek

depthwise separable convolution # ¢ » depthwise separable convolution § % #-if if i&

FERULEFEIIEHEY A BEFL A @ % s S8k Xeeption B £ A i

FIFIEFEE L RAEEH LA

Entry flow

Middle flow

¥ ¢ * ReLU 4% -

Exit flow

299x299x3 images

|
[conv 32, 3x3, stride=2x2

19x19x728 feature maps

19%19x728 feature maps

|
[ReLU | | [ReLU
[Conv 64, 33 l |SeparableCoﬁv 728, 3x3
| ReLU | [ReLU

]
]
[SeparableConv 128, 3x3

|
|
Conv 1x1 | |ReLU |
stride=2x2| | SeparableConv 128, 3x3 |
I
|MaxPooling 3x3, stride=2x2 |
[ReLU |
| SeparableConv 256, 3x3 |
I
Conv 1x1 | |ReLU |
stride=2x2| | SeparableConv 256, 3x3 |
I
|

|MaxPooling 3x3, stride=2x2

[ ReLU
| SeparableConv 728, 3x3

|
Conv 1x1 |ReLU
[;;;;;;;;;;] | SeparableConv 728, 3x3

1
|MaxPooling 3x3, stride=2x2

19x19x728 feature maps

‘Separableﬂanv 728, 3x3

Conv 1x1
stride=2x2

| ReLU

| SeparableConv 728, 3x3

19x19x728 feature maps

Repeated 8 times

®] 13 Xception & #

[ReLU
| SeparableConv 728, 3x3

| SeparableConv 1824, 3x3

|

: |

| ReLU |
|

|

1
[HaxPooling 3x3, stride=2x2

|SeparableConv 1536, 3x3
[ ReLU

|
[ |
[SeparableConv 2048, 3x3 |
[ReLU |

|

I
|GlnbalAveragePDoling

2848-dimensional vectors

Optional fully-connected
layer(s)

Logistic regression

SeparableConv 5 depthwise separable convolution > 4r %% 5 Residual Learning

2.5 MobileNet [12] [13]

i

T AR AR Y EFIRERS Y AT Google *t2017# #%

VI AT b RS AT ] A A

% MobileNet e & = A 0% 7 -
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MobileNet V1[12] : 2017 ** Xception # ) » i5 B2 42 % #% (Hyper
parameters) : % & %]+ (Width multiplier) 4r %47 & %] 3 (Resolution
multiplier) 7 # ¥ 2] P FEM T 2 Sl E > T HEY FAT AR LA

( Depthwise Separable Convolution ) B~ % i 5L £ o

RV AMEF Cd SRR X F (depthwise convolution ) §2:i% B4 f#
(pointwise convolution) ‘2.2 » 3K B SLen ¥ ff iy » 4y Ao W14 0 F
RED] G EHF B il A WY B kK i kemel (7 5 4
T WIS 0 BB L AR § HE B AR FR S R TR - B
1*¥1enE 4 k& > A 3B 125 - B kernel map » 17+ 42 § i€ {7 N
o0 EE ST L WouHou™Nk £ kernel map » iE A4 B 16 » 41 @ 5L
EREFATARE MO S HRELI AT BRLH FlckD
K*K*Nen*Ni > 35 8 £ 5 WirHi*Nen*k*k*Ni > (7R 7 2 44 ff ik

#E 5 KFK*Ng + New*Ni o 328 £ 5 Win*Hin*Nen*k*k+Win*Hin*Nen*Ni

\\\?{r

Bclcg ¢ G

(k*k*NCh+Nch*Nk)_ 1+ 1
(k*k*NCh*Nk) _Nk kxk

21 5 OE L Y.
¥ vg'-r;!_l’ - .

(Win*Hin*Nch*k*k+Win*Hin*Nch*Nk)_ 1 1

+
(Win * Hip * Nepp * ko kox Ny N kxk
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Input: (W, * H,, * N) N, {EKernel Map: (k * k * N,) Output: (W, * Hoy * N

. W

0

Nch

=
AN
k

B®] 14 Convolution ZE 1‘#
ii. Width multiplier : ™ a %57 »a€ (0,1]> * ’*"‘vi’ﬁ/}é“@?] » @?] el i o
ﬁ%l g d New I o*New > 5 1383 d N ] a*Ni o ‘fﬁzﬁkfé?% £ 5

Win*Hin*aNeh*k*k + Win*Hin*aNch*aNy ©

iii. Resolution multiplier * 2 p % 7% » p€ (0, 1] * v 33| feature map 5
O 5] 0 Fe pE R * Width multiplier = Resolution multiplier » ¥ #-3* &

£ 45 5 pWin*pHin*aNch*k*k + pWin*pHin*aNch*aNk -
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Depthwise_input: (W, * H, . * N ) N {EKernel : (k * k) Depthwise_out: (W, * H. * Ng.)

# 15 DepthWise Convolution 7
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Kernel Map 1 Depthwise_out: Kernel 1: Pointwise_out:

o - *'T’Ti'!\lm) (1*17N) (W * Ho * 1)
« B
1
* ]
+
| ;
« B
Ny
Kernel I\/Iap 2 Depthwise_out: Kernel 2: Pointwise_out:
*q % (Wou ™ Houwe * Nep) (1*1*Ng) (W * Ho * 1)
(1*1*N_,) V
* [
1
+
| -
« o
[ ]
[ ] " |
[ ]
a
a
[ ]
Kernel Map Nk Depthwise_out: Kernel N.: Pointwise_out:
- {Wour ™ How ™ Nep) (1*1%N,) (W, ™ Hou ™ 1)
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MobileNet V23" 5 pF B & & o

F 5P 100 F RS S

10 acc F1 auc | traintime

MobileNetV2 | 0.8671 | 0.7670 | 0.5013 | 1036.07

Inception V3 | 0.8674 | 0.7677 | 0.5032 | 2045.97

ResNet50 | 0.8667 | 0.7666 | 0.5000 | 2838.83

VGG16 0.8672 | 0.7664 | 0.5000 | 2548.31

Xception | 0.8356 | 0.8909 | 0.7510 | 1521.35

L 6 FPT 200 B Bt %

20 acc F1 auc | traintime

MobileNetV2 | 0.8740 | 0.8090 | 0.6621 | 714.08

Inception V3 | 0.8995 | 0.8479 | 0.7372 | 1615.47

ResNet50 | 0.8461 |0.7354 | 0.5000 | 1868.43

VGG16 0.8462 | 0.7393 | 0.5081 | 1889.24

Xception | 0.8246 | 0.8847 | 0.7343 | 1322.84

L TR D30 P %

30 acc F1 auc | traintime

MobileNetV2 | 0.8744 | 0.8099 | 0.6854 | 662.44

Inception V3 | 0.8935 [0.8470 |0.7512 | 1353.27

ResNet50 | 0.8370 | 0.7221 | 0.5000 | 1596.37

VGG16 0.8375 | 0.7266 | 0.5109 | 1679.40

Xception | 0.8281 | 0.8909 | 0.7169 | 1194.15

Lo 8 $Bw 40M F T 2 %

40 acc F1 auc | traintime

MobileNetV2 | 0.8685 | 0.8069 | 0.6923 | 558.30

Inception V3 | 0.8983 | 0.8548 | 0.7754 | 1153.44

ResNet50 | 0.8294 | 0.7110 | 0.5000 | 1409.22

VGG16 0.8295 | 0.7197 | 0.5235 | 1431.37

Xception | 0.8197 | 0.8901 | 0.6921 | 1106.73
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50 acc F1 auc | traintime
MobileNetV2 | 0.8717 | 0.8175 | 0.7179 | 491.63
Inception V3 | 0.8986 |0.8635 | 0.7922 | 725.72
ResNet50 | 0.9231 | 0.7021 | 0.5000 | 1131.61
VGG16 0.8249 | 0.7029 | 0.5000 | 1290.62
Xception 0.8297 | 0.8853 | 0.7012 | 1047.02
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AUC
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B] 34 AUC " i
F 10 " R pF R
Train time 50 40 30 20 10
MobileNetV2 | 491.63 | 558.30 | 662.44 | 714.08 | 1036.07
Inception V3 | 725.72 | 1153.44 | 1353.27 | 1615.47 | 2045.97
ResNet50 | 1131.61 | 1409.22 | 1596.37 | 1868.43 | 2838.83
VGG16 1290.62 | 1431.37 | 1679.40 | 1889.24 | 2548.31
Xception | 1047.02 | 1106.73 | 1194.15 | 1322.84 | 1521.35
Z 11 BErgpb i
Accuracy
Recurrent Neural Network 53.08%
Decision Tree accuracy 83.33%
Feature pair SVM 75%
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